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Hamming weight of x = (x1,...,xp) € FJ:  wy(x) = |[{1 < i< n|x #0}|.

Hamming distance between x,x’ € F3:  dy(x,x") = wy(x + x').
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Notation and basic notions

F: F2n — F2m

Fis k-to-1: if Vy € Im(F), |F~Y(y)| = [{x € Fan | F(x) = y}| = k.
F is almost k-to-1: if 3yy € Im(F): |F~(yo)| =1 and Vy € Im(F)\ {yo}, |F~L(y)| = k.

First-order derivative of F at a € F3,: D,F : Fan — Fom, given by D,F = F(x) + F(x + a).

Differential uniformity of F: 0 = max  [{x € Fan | D,F(x) = b}|.
a€F,,bEFon

Definition

Function F : Fon — Fon is called almost perfect nonlinear (APN), if 6 = 2, i.e. if equation
F(x) + F(x + a) = b has at most 2 solutions, Va, b € Fan, a # 0.
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Example: A 2-flat is a subset {x1, x2, x3, x4} C Fon such that x; + xo + x3 + x4 = 0.
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Definition
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An (n — 1)-flat is the complement H, of a hyperplane H,, a € F3,.

Set of all 2-flats in Fon: Fp, = {{x1,%, x3,xa} C Fan | 37, x; = 0}.

Definition

A function F : Fon — Fon is APN if and only if for each {x1, x2,x3, x4} € F2 p,

F(x1) + F(x2) + F(x3) + F(xs) # 0.

F(x1)+F(x3) # F(x)+F(xa) < F(x1)+F(x1+a) # F(x)+F(xx+a) <  F(x)+F(x+a) has at most 2 solutions
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Flats and their images

Let F :Fon — Fom and let L C Fan be a k-flat.

We say that L vanishes with respect to F if ), F(x) = 0.

Breaking
We say that F breaks L if F(L) is not a flat.

Strong breaking
We say that F strongly breaks L if Zye,_-(L) y #0.

Fact: The number of vanishing flats of F can be used as a measure of how close F is to an
APN function. [5]
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Two generalizations of almost perfect nonlinearity

F: ]F2n — F2m

k-strongly non-normal [2]

F is called k-strongly non-normal if, for every k-flat L C FFan, the restriction F|; : L — Fom is
not affine.

kth-order sum-free [2]
F is called kth-order sum-free if, for every k-flat L C Fan, > ., F(x) # 0.
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Two generalizations of almost perfect nonlinearity

F: ]F2n — F2m

k-strongly non-normal [2]

F is called k-strongly non-normal if, for every k-flat L C FFan, the restriction F|; : L — Fom is
not affine.

kth-order sum-free [2]

F is called kth-order sum-free if, for every k-flat L C Fan, > ., F(x) # 0.

Fact: An APN function F : Fan — Fan is k-strongly non-normal for every 2 < k < n. [2]
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Unbroken flats
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Unbroken flats

F :Fon — Fom, L C Fan a k-flat
Set of all unbroken 2-flats w.r.t. F: UF,r={L€ Fp, | F(L) is a flat}

Let F: Fan — Fon be an APN function, and let P := {F~1(a) | a € Fan, |[F~1(a)| > 3}.
If P (), then the number of unbroken 2-dimensional flats is

urnel= 3 (13).

PeP

Otherwise, [UF , f| = 0. In particular, if F is almost k-to-1, with k > 3, then

(5)(2"—1) _ (2" —1)(k—1)(k—2)
k 6 '

UF o F| =
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Proof sketch :)

Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).
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Proof sketch

Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

1. What can happen on a 2-dimensional flat
L= (21,132-13,1'4}7

|
Since F is APN, the restriction F|y, is

neither constant nor two-to-one.
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Proof sketch

Setup and definition: Let F': Fon — Fan be an APN function. Let L = {1,%2, 3,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fan, |[F~"[a]| > 3} (fibers of F with size at least 3).

1. What can happen on a 2-dimensional flat
L = {z,, 22, 23,24}?

Since F is APN, the restriction F| is

neither constant nor two-to-one.

- N
Thus, the only possible sizes for |F(L)|
are 2,3, or 4.

L J

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 11/32



Proof sketch

Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

E— (
1. What can happen on a 2-dimensional flat Case A: |F(L)| = 4 (one-to-one) Case B: |F(L)| =3 Case C: |F(L)| =2 (almost 3-to-one)
L = {21, 22, 23,24} £ To z3 T4 £ 2 3 e £ o 3 N
| . . . . . . . . . . . .
Since F is APN, the restriction F|y, is / — s —J l
neither constant nor two-to-one. l l l { \ V4 l / o)
a .
3 o o bb#a
r -~ \
fhusttheotlpcsibieael D) |§| The four images are all distinct. Exactly three distinct images. | | Three points map to a, one point to b # a
| lare2,3, or 4. :
| e J] — L is broken (APN). — L is broken = L is unbroken
L L (maps to a 1-dimensional flat {a,b}).
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Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

E— (
1. What can happen on a 2-dimensional flat Case A: |F(L)| = 4 (one-to-one) Case B: |F(L)| =3 Case C: |F(L)| =2 (almost 3-to-one)
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| . . . . . . . . . . . .
Since F is APN, the restriction F|y, is / — s —J l
neither constant nor two-to-one. l l l { \ V4 l / o)
a .
. 3 o o bb#a
r -~ \
fhusttheotlpcsibieael D) |§| The four images are all distinct. Exactly three distinct images. | | Three points map to a, one point to b # a
| lare2,3, or 4. :
| e J] — L is broken (APN). — L is broken = L is unbroken
L L (maps to a 1-dimensional flat {a,b}).

| 2. When is L unbroken?

From the cases above:

L is unbroken if and only if F|z is almost 3-to-one (Case C).

Equivalently, L must contain 3 points from the same fiber F
and another point b # a.
L , S T T
LS = 2
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Proof sketch :)

Setup and definition:

Let F: Fon — Fon be an APN function. Let L = {21, %2, 23,24} be a 2-dimensional flat.

Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

1. What can happen on a 2-dimensional flat

Since F is APN, the restriction F|y, is

L= (21,12-13,1‘4}7

neither constant nor two-to-one.

-

Thus, the only possible sizes for | F(L)| w
are 2, 3, or 4. )

L

|
|
|
|
L&

Case A: |F(L)| = 4 (one-to-one) Case B: |F(L)| =3 Case C: |F(L)| =2 (almost 3-to-one)
zy E23 T3 x4 £ T2 T3 2 E2Y T2 z3 z4
. . . . . . . . . . .
B s : i
a o

. . . . . ° o bb#a

The four images are all distinct. Exactly three distinct images. Three points map to a, one point to b # a.

— L is unbroken
(maps to a 1-dimensional flat {a,b}).

— L is broken

| L

— L is broken (APN).

| 2. When is L unbroken?

From the cases above:
L is unbroken if and only if F|L is almost 3-to-one (Case C).
Equivalently, L must contain 3 points from the same fiber F'
{_and another point b # a.

LS ———

3. How many unbroken flats come from a fixed fiber?
Fix a € Fan and let P = F~'[a] with |P| = m > 3.

Any 3 distinct points in P determine a unique 2-dimensional flat
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L el o il
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|
are 2,3, or 4. B
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| 2. When is L unbroken? 3. How many unbroken flats come from a fixed fiber? Nimberfefsuchiflatstfrom 4P
frogisieercrgbos Fix @ € Fan and let P = F~![a] with |P| = m > 3. m
L is unbroken if and only if F]y is almost 3-to-one (Case C). =(3

Any 3 distinct points in P determine a unique 2-dimensional flat

Equivalently, L must contain 3 points from the same fiber F
and another point b # a. (choose any 3 points in P)
L el o il

L8 ——— IR N R L N S s

4. Total number of unbroken 2-dimensional flats
o 1§ P = {F~'{a]|[F~[a]| > 3} # 0, then

platslii’s N
= 12| |
| 1UBnrl =5 (7). ]

o If P =0 (i, every fiber has size < 2),

|UB, r| = 0. |
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Setup and definition:

Let F: Fon — Fon be an APN function. Let L = {21, %2, 23,24} be a 2-dimensional flat.

Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

1. What can happen on a 2-dimensional flat Case A: |F(L)| = 4 (one-to-one)

L = {21, 22, 23,24} T To T3 T4
| . . . .
Since F is APN, the restriction F|y, is
neither constant nor two-to-one.

-

Thus, the only possible sizes for |F'(L)| w The four images are all distinct.

|
|
|
|
L&

Case B: |F(L)| =3
£ T3 z3 x4
. . . .

. ° o

Exactly three distinct images.

Case C: |F(L)| =2 (almost 3-to-one)

Ty T T3 T4
L] . . .
— l
.
a .
bb#a

Three points map to a, one point to b # a.

are 2,3, or 4. :
L J — L is broken (APN). - L is broken = L is unbroken
| L (maps to a 1-dimensional flat {a,b}).
| 2. When is L unbroken? 3. How many unbroken flats come from a fixed fiber? NumbertoRsuchfatstrom P

From the cases above:
L is unbroken if and only if F|L is almost 3-to-one (Case C).

Equivalently, L must contain 3 points from the same fiber F
and another point b # a.

L el S M i

s — JHL S e

Fix a € Fan and let P = F~'[a] with |P| = m > 3.

Any 3 distinct points in P determine a unique 2-dimensional flat

- (%)

(choose any 3 points in P)

4. Total number of unbroken 2-dimensional flats
o 1§ P = {F~'{a]|[F~[a]| > 3} # 0, then

e 5 =1
1UBnr| = Spep ('7) -
L

=

o If P = (i.e., every fiber has size < 2),

UBsnjr= _(
[UBamh=0s | \l 2l

5. Almost k-to-one case

2"~ 1 fibers (since k | (2" — 1)).

226 L
k

3

If F is almost k-to-one (every fiber has size k > 3), then there are

6

k):uhdm—nwigﬁ
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Example

Gold function: F : Fps — Fas, F(x) = x3.
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F:Fp — Fys, F(x) = x5.

Gold function:

a € Im(F)

o
NN = =N

F~l(a)

OO O A A A A A A OO
N N S S S S S S
SHo "o Ho o "o o "o R0 R0 o H

12/32

On images, preimages and different notions related to APN mappings

Ajla Sehovi¢




F:Fp — Fys, F(x) = x5.

Gold function:

F is almost 3-to-1

a € Im(F)

) _o1.

3
3

o
NN = =N
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F :Fas — Fas, F(x) = x5,

Gold function:

F is almost 3-to-1

a € Im(F)
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Question

What is the maximal dimension of an unbroken flat, given an APN function?
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Some computational observations

Table: Representatives of CCZ classes of APN functions for n = 6 with deg(F) < 3. « is a root of the primitive
polynomial Xrx*+x3+x+1lc Fy[x].

F Univariate representation of F

D, x3

D> x3 4+ allxb + ax?

Ds ax® 4+ x% 4+ o4x17 + ax® 4+ ax20 £ ax + a*x3* + ax®0

Dy aTx3 4+ x5 4 a3x% + atx10 4+ x17 4 618

Ds x3 4 ax® + x10

Ds x3 + alT(x17 4 x18 4 x20 4 x24

Dy X3 +a11X5 +a13X9 +X17 + a11x33 +X48

Dg a25x5 +X9 +C|(38X12 +a25X18 +a25x36

Dy a40x5 +a10x6 +a62X20 +a35x33 +O¢15X34 + a29X48

D1o a3 x6 4 a52x9 + a®Bx12 4 06x20 4 o9x33 4 o2B3x34 4 o 25x40

Dy X9+ a4 (x10 4 x18) + a9(x12 + x20 4 x40

D1y a%2x3 + o x5 + axP + a9x9 + aMx12 4 aTx33 4 o10x34 4 33540

D13 a(x8 + x10 + x24 + x33) + x9 + afx17

D. APN Perm. | long univariate representation

£p 3 J{lan(‘gn T X+ XD+ x2) + o (aBx7 + a%0xT® + aIx

+x21 4 X2 4 Tr(0?"x + a52x3 + abx5 + al9%7 + a28x!! + a2x13))
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Unbroken 2-flats

Table: Number of unbroken and strongly unbroken 2-flats of APN functions in 6 variables.

F # unbroken 2-flats | # strongly unbroken 2-flats
D, 21 0
D, 21 0
D3 9 13
Ds 8 13
Ds 7 21
Ds 18 9
Dy 18 15
Dg 4 9
Dy 15 17
Do 8 13
D11 6 13
D12 7 14
Di3 8 11

D. APN Perm. 0 0

EP 25 21
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Unbroken 3-flats

Table: Number of unbroken and strongly unbroken 3-flats of APN functions in 6 variables.

F 7+ unbroken 3-flats | # strongly unbroken 3-flats
Dy 9 3285
D, 0 3285
D3 0 7779
Dy 1 7721
Ds 23 6561
Ds 1 7332
Dy 1 7073
Dg 0 7617
Dy 10 6640
D1o 1 7711
D11 1 7809
D12 1 7586
D13 0 7502

D. APN Perm. 0 184
EP 0 4336
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Unbroken 4-flats

Table: Number of unbroken and strongly unbroken 4-flats of APN functions in 6 variables.

F # unbroken 4-flats | # strongly unbroken 4-flats
Dy 0 714
D, 0 714
D3 0 546
Ds 0 549
Ds 0 203
Ds 0 497
Dy 0 454
Dg 0 473
Dy 0 329
Do 0 531
D1y 0 559
D12 0 494
D13 0 499

D. APN Perm. 0 812

EP 0 391

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 18/32



Unbroken 4-flats - there's none :)

Table: Number of unbroken and strongly unbroken 4-flats of APN functions in 6 variables.

F # unbroken 4-flats | # strongly unbroken 4-flats
Dy 0 714
D, 0 714
D3 0 546
Ds 0 549
Ds 0 203
Ds 0 497
Dy 0 454
Dg 0 473
Dy 0 329
Do 0 531
D1y 0 559
D12 0 494
D13 0 499

D. APN Perm. 0 812

EP 0 391

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 19/32



Table of contents

3. Lower bound on vectorial nonlinearity

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 20/32



More notation and basic notions

F:F3 —Fp
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More notation and basic notions

F :F) — F)
Set of affine (n, m)-functions: A,

Vectorial nonlinearity: N'Ly(F) = mingc4, ,, du(F,®)

Problem: Computing N' Ly (F) is difficult.

Cool observation: Flats provide a lower bound on N'Ly (F).

Idea: Estimate the number of broken and unbroken 2-flats.
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Lower bound on vectorial nonlinearity

Unbroken 2-flats: UF, F = {L € Fo,: F(L) is a flat}.

Let F : F5 — 5 and let |UF, F| = w. Then

NLy(F)>2"2 —w.
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Proof sketch :)

Idea: Decompose F7 into 2-dimensional flats S;

‘ Sh So Ss S « Partition F% into 2”2 disjoint
2-dimensional affine subspaces (flats)

7= 81,82, ..+ San—2
‘ R4 S Think of F' as a puzzle made of
Son—2_1 Son—2 small pieces: its restrictions F'|g;

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 23/32



Proof sketch

Ajla Sehovi¢

n
2

Idea: Decompose F7 into 2-dimensional flats S;

S1 Sa Ss Eh * Partition F} into 2"~2 disjoint Vectorial nonlinearity

2-dimensional affine subspaces (flats) :
NLy(F)= min dy(F,®
RO S = i
; Distance from F to the set of affine
R4 S Think of F' as a puzzle made of functions is measured by the
Son—2_1 Son—2 small pieces: its restrictions F'|g;

Hamming distance.
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Proof sketch

Idea: Decompose F7 into 2-dimensional flats S;
‘ S S S, Sa « Partition Fj into 2"~ disjoint Vectorial nonlinearity
2-dimensional affine subspaces (flats :

5 pacesi(flats) NLy(F)= min du(F,®)

P = T L T Son—2. PEAnn
; Distance from F to the set of affine

R4 S Think of F' as a puzzle made of functions is measured by the
Son—2_1 Son—2 small pieces: its restrictions F'|g;

Hamming distance.
Any affine function G € A,

B I - The restriction of G to
Gist D Gis: Gsa Glsa each flat S, is also affine.
@ @ (

@

Thus, choosing G is
o e to choosing
G I @ affine functions G|,
7| San—2-1 B IS2n—2 ‘ on each ;.
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Proof sketch

Idea: Decompose F7 into 2-dimensional flats S;
‘ S1 Sa Ss Eh + Partition Fj into 2"~ disjoint Vectorial nonlinearity
2-dimensional affine subspaces (flats :
= Al Hee) NLy(F)= min du(F,®)
2 = 1,025 -0 0y 2n—2 P€An,n
; Distance from F to the set of affine
R4 S Think of F' as a puzzle made of functions is measured by the
Son-2_1 San—2 small pieces: its restrictions F|g; Hamming distance.
Any affine function G € A, ,, The function F as a puzzle of small functions
= = The restriction of G to
Gisi D Gis; Glss Glsa each flat S, is also affine. Fis: F\s: F\e; F\s4 F'is completiby determined
25 & U — 0 ) 5 by its restrictions F|s,
@ L
Thus, choosing G is —
to choosing
D L S T S - 9 L \ | We compare F|s; with affine
Glszn-3-1 P Gisan-s | (e : Fisgn-2-1 P FiSyns | | functions on 5,

Ajla Sehovi¢

On images, preimages and different notions related to APN mappings



Proof sketch

Idea: Decompose [ into 2-dimensional flats S;

« Partition F3 into 2”2 disjoint Vectorial nonlinearity
2-dimensional affine subspaces (flats) .
T NLy(F)= min dy(F,®)
n= St 5terne ¢S For
Distance from F' to the set of affine
) 4 g Think of F" as a puzzle made of fnctionsiismessuredlbythe
Son—2_1 San—2 small pieces: its restrictions F\g;. Hamming distance
Any affine function G € A,, ,, The function F as a puzzle of small functions
= [ The restriction of G to r 3
Gis Gisz Giss Glsa each flat S, is also affine. Fis, Fs, Flsy Fs, F is completiby determined
e »04 2 — S 0 e L— s by its restrictions Fis;.
XS Thus, choosing G is —
to ch
E T P e U We compare Fys; with affine
Gl G affine functions G|s, s ) F © =D
. e [) |s2n—2 | s |San—2-1 |S2n—2 functions on S;.
Hamming distance decomposes as a sum over the pieces Therefore,
oz o NLy(F) = min du(F,G)
GEAnn
wEG) = Y lrmscen = 2 X lrwseen = 2. du(Fis,Gis)- gn=2
zeF3 i=1 z€S$; i=1 = min dy (Fis;,Gls;) -
3 Ghin 2 i (Fis.» Gls.)
S; are disjoint =
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Proof sketch

Idea: Decompose F7 into 2-dimensional flats S;

S1 Sa Ss Eh * Partition F} into 2"~2 disjoint Vectorial nonlinearity
2-dimensional affine subspaces (flats :
Hee) NLy(F)= min du(F,®)
D= 81, 8: S:
O 261 R o 5 on—2. @€ An,n
Distance from F to the set of affine
R4 S Think of F' as a puzzle made of functions is measured by the
Son-2_1 San—2 small pieces: its restrictions F|g; Hamming distance.
Any affine function G € A, ,, The function F as a puzzle of small functions
[ I = The restriction of G to
Gisi D Gis; Glss Glsa each flat S, is also affine. Fis, F\s: F\e; F\s4 F'is completiby determined
s 8 s — 2 ) 5 by its restrictions Fis;.
s Thus, choosing G is —
to choosing
\ L R T S S 3 R | We compare Fjs, with affine
Glszn-3-1 P Gisan-s ‘ Py = Flsan-s1 P FiSyns | | functions on 5,
Hamming distance decomposes as a sum over the pieces Therefore
s g3 NLy (F) :(m}i‘n dy (F,G)
S€An,n
Y Lrwreen = X X Wrmzcen = 3 du(Fis.Gis). gn-2
zeF3 i=1 zes; i=1 = min N du(Fis,,Gis,) -
- € Ann =
S; are disjoint =
=P If F|g, is affine, we can choose G5, = F|s, and get =P If F|s, is not affine (i.c., S; is broken), then for any affine G|,
du(Fs;; Gis;) = 0.

dp(Fs,, Gis,) > 1.
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Proof sketch

Idea: Decompose F7 into 2-dimensional flats S;
‘ S1 Sa Ss Eh + Partition Fj into 2"~ disjoint Vectorial nonlinearity
2-dimensional affine subspaces (flats :
= Al Hee) NLy(F)= min du(F,®)
O 261 R o 5 on—2. @€ An,n
; Distance from F' to the set of affine
R4 S Think of F' as a puzzle made of functions is measured by the
Son-2_1 San—2 small pieces: its restrictions F|g; Hamming distance.
Any affine function G € A, ,, The function F as a puzzle of small functions
[ I = The restriction of G to
Gisi D Gis; Glss Glsa each flat S, is also affine. Fis, F\s: F\e; F\s4 F'is completiby determined |
(DR ”\)4 U U 2 JA ) by its restrictions Fis;.
(L) L
< adwe Thus, choosing G is —
to ch il
1 T v o Al v R || We compare Fis, with affine
N affine functions G|s, o i
Giszn-2-1 i Giszn-a ‘ Py Fisznea1 P Fisyn-a | | functions on 5,
Hamming distance decomposes as a sum over the pieces Therefore
gn-2 g2 NLy(F) = min du(F,G)
7€ An,n
)= Y Lrmsoen = 2 Y lremscen = Y du(Fis.Cis) -2
zeF3 i=1 zes; i=1 min N du(Fis,,Gis,) -
S; are disjoint g =

~ Conclusion
=P If Fg, is affine, we can choose G5, = F|s, and get =P If F|5, is not affine (i.e., S; is broken), then for any affine G| If Uy | = w (ie., w unbroken flats),
n-2 _ 4y
du(Fsi» Gis,) = 0. dir(Fis;s Glsy) 2 - then at least 2 w flats are broken

so NLy(F) > 2""2 — w.
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Lower bound on vectorial nonlinearity

Unbroken 2-flats: UF, F = {L € Fo,: F(L) is a flat}.

Let F : Fon — Fon and let [UF, F| = w. Then

NLy(F)>2"2 —w.
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Lower bound on vectorial nonlinearity

Unbroken 2-flats: UF, F = {L € Fo,: F(L) is a flat}.

Let F : Fon — Fon and let [UF, F| = w. Then

NLy(F)>2"2 —w.

Let F : Fon — Fon be the inverse function defined by F(x) = x~1, where n is odd. Then F
breaks all 2-flats [3]. Hence

NLy(F) > 2n2,
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Preimage investigation

Let F :Fon — Fom and let L C Fan be a k-flat.
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Preimage investigation

Let F :Fon — Fom and let L C Fan be a k-flat.

Question: If F(L) is an r-flat, what can be said about the relation between k and r?
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Preimage investigation

Let F :Fon — Fom and let L C Fan be a k-flat.

Question: If F(L) is an r-flat, what can be said about the relation between k and r?

To study this, define

i=|{beFam: |F Y b)NL| =i}, for 0 < i <2k
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Preimage investigation

Let F : Fon — Fom and let L C Fon be a k-flat.
Question: If F(L) is an r-flat, what can be said about the relation between k and r?
To study this, define

i=|{beFom:|FYb)NL|l=i}], for 0 < i <2k

(AL, = #{points in Im(F) with exactly i preimages in L})
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Preimage investigation

Let F : Fon — Fom and let L C Fon be a k-flat.
Question: If F(L) is an r-flat, what can be said about the relation between k and r?
To study this, define
i=|{beFom:|FYb)NL|l=i}], for 0 < i <2k
(AL = #{points in Im(F) with exactly i preimages in L})
These numbers satisfy
ok

ok
> i =25, and D Ai=2"
i=1

i=1
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Preimage investigation

Let F :Fon — Fom and let L C Fan be a k-flat.

Question: If F(L) is an r-flat, what can be said about the relation between k and r?

To study this, define
ALi=[{b€Fom:|[FH(b)NL|l =i} for 0 < i <2k
(AL,i = #{points in Im(F) with exactly i/ preimages in L})

These numbers satisfy

2k 2k
ZiALJ = 2k and Z )\L,i =2
i=1 i=1

(counts points of L) (counts points of F(L))
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Restrictions on preimages

Proposition

Let F : Fan — Fon satisfy |[F~1(y)| <3 forall y € Fon. If L is a k-flat and F(L) is an r-flat
with r > 2, then

(A1, A2, A3) =(0,0,0), (2,0,2), (1,2,1), (—1,2,—-1) (mod 4).
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Restrictions on preimages

Let F : Fan — Fon satisfy |[F~1(y)| <3 forall y € Fon. If L is a k-flat and F(L) is an r-flat
with r > 2, then

(A1, A2, A3) =(0,0,0), (2,0,2), (1,2,1), (—1,2,—-1) (mod 4).

Proposition
Let F : Fan — Fon satisfy |[F~1(y)| < 3 for all y € Fan. Then for every unbroken 3-flat L
satisfies

()\L,la)\L,Za AL,:”)) € {(87070)7 (0747 0)7 (27072)7 (1a2a ]-)}
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

2k

2k
Z I')\Lj,' = 2k and Z )\L,i =2
i=1

i=1
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

AL1+2M 0 =2k and AL+ Ao=2"
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

AL1+2M 0 =2k and AL+ Ao=2"

il
Mg =2t -2k N, =02k—0r
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

AL1+2M 0 =25 and A1+ Ao=2"
il
Mg =2t -2k N, =02k—0r
il
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Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

AL1+2M 0 =2k and AL+ Ao=2"
il
Mg =2t -2k N, =02k—0r
il
!
r>k—1.

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 28/32



Application to 2-to-1 functions

F : Fan — Fom is 2-to-1, L C Fon is a k-flat, F(L) is an r-flat

AL1+2M 0 =2k and AL+ Ao=2"
il
Mg =2t -2k N, =02k—0r
il
!
r>k—1.

Conclusion: An unbroken k-flat can only have as its image a (k — 1)-flat or a k-flat.
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Currently working on...

F : Fon — Fan an APN permutation

Observation from the airport: ¢r : Fo , — Fan, dr({x1,x2, %3, % }) = 311 F(x;)
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B 2n—2(2n—1 o 1)

Ve eFs o |¢gt(c)| 3
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. B 2n—2(2n—1 o 1)
VeeRy: lopie) = ——

n even: ¢r seems to be balanced-like

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 29/32



Currently working on...

F : Fon — Fan an APN permutation

Observation from the airport: ¢r : Fo , — Fan, dr({x1,x2, %3, % }) = 311 F(x;)
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B 2n—2(2n—1 _ 1)
N 3
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Currently working on...

F : Fon — Fan an APN permutation

Observation from the airport: ¢r : Fo , — Fan, dr({x1,x2, %3, % }) = 311 F(x;)

n odd: ¢f seems to be balanced — true for x? : Fon — Fon
—  true for the two sporadic examples over Fyo

B 2n—2(2n—1 _ 1)
N 3
n even: ¢f seems to be balanced-like — true for Dillon’s permutation

Ve eFs o |¢gt(c)|

Fin = Ve U Vs, Ve € Vg : |pr"(c)| = 160 and Vc € V7 : |zt (c)| = 208

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 29/32



Current and future directions

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 30/32



Current and future directions

F : Fon — Fon an APN function

® \What is the maximal dimension of an unbroken flat for F?

Ajla Sehovi¢ On images, preimages and different notions related to APN mappings 30/32



Current and future directions

F : Fon — Fon an APN function

® \What is the maximal dimension of an unbroken flat for F?

® For F quadratic, can we provide a tight lower bound on the vectorial nonlinearity?

Ajla Sehovié¢ On images, preimages and different notions related to APN mappings 30/32



Current and future directions

F : Fon — Fon an APN function

® What is the maximal dimension of an unbroken flat for F?
® For F quadratic, can we provide a tight lower bound on the vectorial nonlinearity?

® Analysis of image sets of F (see [4], [1])

Ajla Sehovié¢ On images, preimages and different notions related to APN mappings 30/32



Current and future directions

F : Fon — Fon an APN function

® What is the maximal dimension of an unbroken flat for F?
® For F quadratic, can we provide a tight lower bound on the vectorial nonlinearity?

® Analysis of image sets of F (see [4], [1]) : flats contained in the image set.

Ajla Sehovié¢ On images, preimages and different notions related to APN mappings 30/32



Current and future directions

F : Fon — Fon an APN function

® What is the maximal dimension of an unbroken flat for F?
® For F quadratic, can we provide a tight lower bound on the vectorial nonlinearity?

® Analysis of image sets of F (see [4], [1]) : flats contained in the image set.

® Develop observations from the airport.
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Thank you! :)
Questions?
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