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First-order derivative of F at a 2 F,n: DaF : Fon ¥ Fom, given by DaF = F(x) + F(x + a).

Di erential uniformity of F: g = max_ jfx 2 Fon j DaF (x) = bgj:
a2F,n;b2Fn

Definition

Function F : Fon ¥ Fon is called almost perfect nonlinear (APN), if g = 2, i.e. if equation
F(x) + F(x +a) = b has at most 2 solutions, 8a;b 2 Fan, a & 0.
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We say that L vanishes with respect to F if  , F(x) =0:

Breaking
We say that F breaks L if F(L) is not a at.

_
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Strong breaking _
We say that F strongly breaks L if y2rL) Y & 0:

Fact: The number of vanishing ats of F can be used as a measure of how close F is to an
APN function. [5]
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Two generalizations of almost perfect nonlinearity

F: F2n | F2m
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not a ne.

kth-order sum-free [2]

F is called kth-order sum-free if, for every k- at L Fx, 5 F(X) & 0:

Fact: An APN function F : Fon ¥ Fon is k-strongly non-normal for every 2k n. [2]
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Unbroken flats

F:Fon ¥ Fom, L Fon a k- at
Set of all unbroken 2- ats w.r.t. F: UF,r =fL2 Fy,jF(L)isa atg

Let F: Fon ¥ Fon be an APN function, and let P :=fF (a)ja2 Fx;jF '(a)j 3g:
If P & ;, then the number of unbroken 2-dimensional ats is

X jPj
3

JUFhE] =
P2p

Otherwise, JUF.rj = 0. In particular, if F is almost k-to-1, with k 3, then

kK /on 7
JUFnej= 3(2k D _@ 1>(k61)(k 2),
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Proof sketch :)
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Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

1. What can happen on a 2-dimensional flat
L= (21,132-13,1'4}7

|
Since F is APN, the restriction F|y, is

neither constant nor two-to-one.
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Proof sketch

Setup and definition: Let F': Fon — Fan be an APN function. Let L = {1,%2, 3,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fan, |[F~"[a]| > 3} (fibers of F with size at least 3).

1. What can happen on a 2-dimensional flat
L = {z,, 22, 23,24}?

Since F is APN, the restriction F| is

neither constant nor two-to-one.

- N
Thus, the only possible sizes for |F(L)|
are 2,3, or 4.

L J
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Proof sketch

Setup and definition: Let F: Fon — Fon be an APN function. Let L = {1, %2, 23,24} be a 2-dimensional flat.
Define P = {F~[a] | a € Fn,|F~'[a]| > 3} (fibers of F' with size at least 3).

E— (
1. What can happen on a 2-dimensional flat Case A: |F(L)| = 4 (one-to-one) Case B: |F(L)| =3 Case C: |F(L)| =2 (almost 3-to-one)
L = {21, 22, 23,24} £ To z3 T4 £ 2 3 e £ o 3 N
| . . . . . . . . . . . .
Since F is APN, the restriction F|y, is / — s —J l
neither constant nor two-to-one. l l l { \ V4 l / o)
a .
3 o o bb#a
r -~ \
fhusttheotlpcsibieael D) |§| The four images are all distinct. Exactly three distinct images. | | Three points map to a, one point to b # a
| lare2,3, or 4. :
| e J] — L is broken (APN). — L is broken = L is unbroken
L L (maps to a 1-dimensional flat {a,b}).
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