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Digital Signature Scheme

• Public key cryptographic protocol for verifying authenticity of digital messages and/or
documents

• Produces a signature bound to the message/document
• Produces a signature that is unforgeable
• Three algorithms:

1. KeyGen(1λ) $−→ (pk, sk)

2. Sign(m, sk) → signature σ for the message m

3. Verify(m, σ,pk) → accept or reject
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Post-Quantum Signatures from Code-Based Assumptions

• 2022: NIST (National Institute of Standards and Technology) announces post-quantum
signature standards→ only lattice-based schemes

• 2023: Call for additional digital signature schemes
• 2024: Round-2 candidates are announced, 5 code-based schemes

(Variants of) Syndrome
Decoding Problem

LESS

Code Equivalence

PERK

Permuted Kernel
Problem

SDitH
CROSS

RYDE
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Why was LESS eliminated?

LESS = Linear Equivalence Signature Scheme

Linear Equivalence Problem (LEP)

Given C ,C ′ ⊆ Fn
q be two codes of dimension k , with generator matrices G,G′ ∈ Fk×n

q respec-
tively. Find, if they exist, a monomial matrix Q ∈Mn(q) and S ∈ GLk(q) such that G′ = SGQ.
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LESS = Linear Equivalence Signature Scheme

Linear Equivalence Problem (LEP)

Given C ,C ′ ⊆ Fn
q be two codes of dimension k , with generator matrices G,G′ ∈ Fk×n

q respec-
tively. Find, if they exist, a monomial matrix Q ∈Mn(q) and S ∈ GLk(q) such that G′ = SGQ.

Public key = (G,G′)
Secret key = (S,Q)

Major deal breaker: public keys are too large!

Sizes for category 1 parameters (q = 127, n = 252, k = 126):
• Signature = 2625 B / 1329 B
• Public key = 13940 B / 97484 B
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How can we obtain smaller public keys for code equivalence?

• Target more efficient representation of codes

• Slightly change the underlying problem
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Subcode Equivalence Problem

Subcode Equivalence Problem (SEP)

Given C ,C ′ ⊆ Fn
q be two codes with respective dimension k and k ′ < k , find, if it exists, a

permutation π ∈ Sn such that π(C ′) ⊂ C (i.e. π(C ′) is a subcode of C ).
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Subcode Equivalence Problem

Subcode Equivalence Problem (SEP)

Given C with generator matrix G ∈ Fk×n
q and C′ with generator matrix G′ ∈ Fk′×n

q , with k ′ < k ,
find, if they exist, a full-rank matrix S ∈ Fk′×k

q and a permutation matrix P ∈ Sn such that G′ =
SGP.
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Subcode Equivalence Problem

Subcode Equivalence Problem (SEP)

Given C with generator matrix G ∈ Fk×n
q and C′ with generator matrix G′ ∈ Fk′×n

q , with k ′ < k ,
find, if they exist, a full-rank matrix S ∈ Fk′×k

q and a permutation matrix P ∈ Sn such that G′ =
SGP.

Permutation Equivalence Problem (PEP)

Given two codes C, C′ ⊂ Fn
q with generator matrices G,G′ ∈ Fk×n

q , respectively, find, if they exist,
an invertible matrix S ∈ GLk(q) and a permutation matrix P ∈ Sn such that G′ = SGP.
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Why SEP?

• Very similar to PEP (and LEP)
• Public keys are indeed smaller

▶ pkPEP = (G,G′) ∈ Fk×n
q × Fk×n

q

▶ pkSEP = (G,G′) ∈ Fk×n
q × Fk′×n

q , with k′ < k
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Why SEP?

• Very similar to PEP (and LEP)
• Public keys are indeed smaller
• SEP is NP-complete [7], while PEP (and also LEP) is likely NOT NP-complete (or the polynomial

hierarchy collapses)
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• Very similar to PEP (and LEP)
• Public keys are indeed smaller
• SEP is NP-complete [7], while PEP (and also LEP) is likely NOT NP-complete (or the polynomial

hierarchy collapses)
• Smaller parameters for the codes, for instance

▶ LESS: q = 127, n = 252, k = 126
▶ this work: q = 24, n = 74, k = 36, (k ′ = 3) (and ∃ secure instances even for q = 2)

=⇒ even smaller public keys ⌣
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Why SEP?

• Very similar to PEP (and LEP)
• Public keys are indeed smaller
• SEP is NP-complete [7], while PEP (and also LEP) is likely NOT NP-complete (or the polynomial

hierarchy collapses)
• Smaller parameters for the codes
• SEP has fewer applications in cryptography

▶ 2017: identification protocol based on SEP + syndrome decoding problem [7]
▶ 2026: signature scheme based on subcode equivalence of matrix codes (rank metric) [4]
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Why SEP?

• Very similar to PEP (and LEP)
• Public keys are indeed smaller
• SEP is NP-complete [7], while PEP (and also LEP) is likely NOT NP-complete (or the polynomial

hierarchy collapses)
• Smaller parameters for the codes
• SEP has fewer applications in cryptography

Goal: Design a signature scheme based on SEP (in the Hamming metric)
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Identification Protocols

Given a hard relation R and a public statement x...

Prover

I know w such
that (x,w) ∈ R

Verifier

Convince me!

Commitment

Challenge
Response

...
Challenge

Response
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Signatures from Identification Protocols: Fiat-Shamir Transform

Signer

I know w such
that (x,w) ∈ R

Verifier

Convince me!

Transcript

Message

Hash

→ Transcript: List of messages produced by the signer
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Signatures from Identification Protocols: Fiat-Shamir Transform

Signer

I know w such
that (x,w) ∈ R

Verifier

Convince me!

Transcript

Message

Hash

• Correctness: If the prover is honest, the verifier will always be convinced.
• Soundness: A dishonest prover can convince a verifier of a false statement with at most a

negligible probability.
• Zero-knowledge: The verifier learns nothing about the prover’s secret except for its validity.
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Can we use LESS’ identification scheme?

• R = PEP
• x = pk = (G′,G) ∈ Fk×n

q × Fk×n
q generator matrices of C′, C ⊂ Fn

q

• w = sk = (S,P) ∈ GLk(q)× Sn such that G′ = SGQ

Prover Verifier
P̃

$←− Sn

h = Hash(SF(GP̃)) h

b
$←− {0, 1}b

If b = 0 : rsp = P̃

If b = 1 : rsp = P−1P̃ rsp
If b = 0: Hash(SF(G·rsp)) ?

= h

If b = 1: Hash(SF(G′·rsp)) ?
= h
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Can we use LESS’ identification scheme?

• R = SEP
• x = (G′,G) ∈ Fk′×n

q × Fk×n
q generator matrices of C′, C ⊂ Fn

q

• w = (S,P) ∈ Fk′×k
q × Sn , rk(S) = k ′, such that G′ = SGP

Prover Verifier
P̃

$←− Sn

h = Hash(SF(GP̃)) h

b
$←− {0, 1}b

If b = 0 : rsp = P̃

If b = 1 : rsp = P−1P̃ rsp
If b = 0: Hash(SF(G·rsp)) ?

= h

If b = 1: Hash(SF(G′·rsp)) ?
= h

Problem: dim(GP̃) ̸= dim(G′P−1P̃) =⇒ Hash(SF(G′ · rsp)) ̸= h
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Polynomial Interactive Oracle Proof (PIOP)

Prover

I know w such
that
f1(w1, . . . ,wℓ) = 0
...

ft(w1, . . . ,wℓ) = 0

Verifier

Convince me!

Commitment

Challenge

Response
...

Challenge

Response
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Polynomial Interactive Oracle Proof (PIOP)

Prover Verifierγ1, ..., γt
$←− Fqr

∆
$←− Fqr

for i = 1, . . . , ℓ:
Pi (X ) = wiX + vi , vi

$←− Fqr

for i = 1, . . . , t :
Fi (X ) = X d · fi (P1(X)

X
, . . . , Pℓ(X)

X
)

G(X ) =
∑t

i=1 γiFi (X )

Commit

γ1, . . . , γt

G(X )

∆

s1, . . . , sℓ

Opening

sj = Pj(∆)

deg(G(X ))
?
= d − 1

G(∆)
?
=
∑t

i=1 Fi (∆)
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Polynomial Interactive Oracle Proof (PIOP)

Prover Verifierγ1, ..., γt
$←− Fqr

∆
$←− Fqr

for i = 1, . . . , ℓ:
Pi (X ) = wiX + vi , vi

$←− Fqr

for i = 1, . . . , t :
Fi (X ) = X d · fi (P1(X)

X
, . . . , Pℓ(X)

X
)

G(X ) =
∑t

i=1 γiFi (X )+Q(X )

Commit

γ1, . . . , γt

G(X )

∆

s1, . . . , sℓ, s̃

Opening

sj = Pj(∆)
s̃ = Q(∆) deg(G(X ))

?
= d − 1

G(∆)
?
=
∑t

i=1 Fi (∆)+s̃

Fi (X ) = fi (w1, ...,wℓ)︸ ︷︷ ︸
=0

X d + ...

Correctness

Add mask Q(X ) of
degree d − 1

Zero knowledge
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Fi (X ) = fi (w1, ...,wℓ)︸ ︷︷ ︸
=0

X d + ...

Correctness

Add mask Q(X ) of
degree d − 1

Zero knowledge

≤ d
qr

Soundness
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Flavours of PIOP: TCitH and VOLEitH

Concrete instances of PIOP: Threshold Computation in the Head and VOLE in the Head
• Generation and commitment of degree-1 polynomials: batch vector commitments via GGM

trees
• Different soundness amplification techniques:

▶ TCitH: multiple polynomials G(X ) and parallel repetitions
▶ VOLEitH: lift Pj (X ) = wjX + vj to exponentially large field

• VOLEitH signatures are generally shorter

N.B.: problem-agnostic approach
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Multivariate Polynomials from SEP1

Let C, C′ ⊆ Fn
q be two subcode equivalent code of dimension k and k ′ < k , respectively. Let

H ∈ F(n−k)×n
q be a parity check matrix of C and G′ ∈ Fk×n

q a generator matrix C′. Then, if P is the
permutation matrix associated to π ∈ Sn such that π(C′) ⊂ C, then

G′PH⊤ = 0

Goal: Given G′ and H, prove knowledge of P such that:

G′PH⊤ = 0 Each row of P has exactly one
entry = 1

Each column of P has exactly
one entry = 1

1Adapted from [8]
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Let C, C′ ⊆ Fn
q be two subcode equivalent code of dimension k and k ′ < k , respectively. Let

H ∈ F(n−k)×n
q be a parity check matrix of C and G′ ∈ Fk×n

q a generator matrix C′. Then, if P is the
permutation matrix associated to π ∈ Sn such that π(C′) ⊂ C, then

G′PH⊤ = 0

Goal: Given G′ and H, prove knowledge of P such that:

G′PH⊤ = 0 Each row of P has exactly one
entry = 1

Each column of P has exactly
one entry = 1

P is a permutation matrix

1Adapted from [8]
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Multivariate Polynomials from SEP

Let d = ⌈log2(n)⌉. For i = 0, . . . , n − 1:
• posi position of the 1 in the i -th row of P
• Bi ∈ Fd

2 binary expansion of i
• Bposi = (pi,0, . . . , pi,d−1)

• For j = 0, . . . , n − 1.

Z(i , j) :=
d−1∏
l=0

(
pi,l ⊕ Bj

l ⊕ 1
)
= 1 ⇐⇒ j = posi

=⇒ (Z(i , 0), . . . ,Z(i , n − 1)) is the i -th row of P
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Multivariate Polynomials from SEP

For i , j = 0, . . . , n − 1, Z(i , j) :=
∏d−1

l=0

(
pi,l ⊕ Bj

l ⊕ 1
)
:

• Variables (pi,j)i,j=0,...,n−1 represent a permutation matrix P:

Scol =

{(
n−1∑
i=0

Z(i , j)

)
− 1 = 0 | j ∈ [0, n − 1]

}
• P realizes the subcode equivalence:

Seq =

{
n−1∑
m=0

(
G′

i,m ·
n−1∑
l=0

Z(m, l) ·Hj , l

)
= 0 | i ∈ [0, k ′ − 1], j ∈ [0, n − k − 1]

}
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Multivariate Polynomials from SEP

For i , j = 0, . . . , n − 1, Z(i , j) :=
∏d−1

l=0

(
pi,l ⊕ Bj

l ⊕ 1
)
:

Scol =

{(
n−1∑
i=0

Z(i , j)

)
− 1 = 0 | j ∈ [0, n − 1]

}

Seq =

{
n−1∑
m=0

(
G′

i,m ·
n−1∑
l=0

Z(m, l) ·Hj , l

)
= 0 | i ∈ [0, k ′ − 1], j ∈ [0, n − k − 1]

}

→ k ′ · (n − k) + n equations of degree at most d = ⌈log2(n)⌉ in n · d variables
→ works only for q = 2m,m > 0

Laura Mattiuz SETH Subcode Equivalence in the Head 15 / 21



Size Comparison

Code parameters for this work: (q, n, k ′, k) = (24, 74, 3, 36)

Scheme Signature Size (B) Public Key (B)
This work (VOLE) 3986 106
This work (TCitH) 5287 106
VOLE PKP 3600 100
PERK (small) 3480 100
PERK (fast) 4320 100
LESS 252-192 2289 13940
LESS 252-45 1329 97484
LESS VOLE 49877 13940
Matrix Subcode 4788 255
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Summary and Future Work Directions

To summarize...
• Signatures through Polynomial Interactive Proofs (PIOPs) based on SEP
• Multivariate polynomial system from SEP
• Comparison with existing schemes

To do’s:
• Implementation of the signature scheme

Laura Mattiuz SETH Conclusion 17 / 21



Summary and Future Work Directions

To summarize...
• Signatures through Polynomial Interactive Proofs (PIOPs) based on SEP
• Multivariate polynomial system from SEP
• Comparison with existing schemes

To do’s:
• Implementation of the signature scheme

Laura Mattiuz SETH Conclusion 17 / 21



References I

[1] Gorjan Alagic et al. “Status Report on the Second Round of the Additional Digital Signature
Schemes for the NIST Post-Quantum Cryptography Standardization Process”. In: NIST IR
8610 (2026). url: https://doi.org/10.6028/NIST.IR.8610.

[2] Marco Baldi et al. On the representation of self-orthogonal codes and applications to
cryptography. Cryptology ePrint Archive, Paper 2025/2279. 2025. url:
https://eprint.iacr.org/2025/2279.

[3] Magali Bardet, Ayoub Otmani, and Mohamed Saeed-Taha. “Permutation Code Equivalence is
Not Harder Than Graph Isomorphism When Hulls Are Trivial”. In: 2019 IEEE International
Symposium on Information Theory (ISIT). 2019, pp. 2464–2468. doi:
10.1109/ISIT.2019.8849855.

[4] Magali Bardet et al. “The Matrix Subcode Equivalence problem and its application to
signature with MPC-in-the-head”. In: Designs, Codes and Cryptography 94.76 (Mar. 2026).
doi: 10.1007/s10623-026-01836-8. url: https://doi.org/10.1007/s10623-026-01836-8.

[5] Carsten Baum et al. “One Tree to Rule Them All: Optimizing GGM Trees and OWFs
for Post-Quantum Signatures”. In: Advances in Cryptology – ASIACRYPT 2024. Ed. by
Kai-Min Chung and Yu Sasaki. Singapore: Springer Nature Singapore, 2025, pp. 463–493.

https://doi.org/10.6028/NIST.IR.8610
https://eprint.iacr.org/2025/2279
https://doi.org/10.1109/ISIT.2019.8849855
https://doi.org/10.1007/s10623-026-01836-8
https://doi.org/10.1007/s10623-026-01836-8


References II

[6] Carsten Baum et al. “Publicly Verifiable Zero-Knowledge and Post-Quantum Signatures
from VOLE-in-the-Head”. In: Advances in Cryptology – CRYPTO 2023. url:
https://doi.org/10.1007/978-3-031-38554-4_19.
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