
On the Security of a Code-
Based PIR Scheme

WCC 2026, Paris

Svenja Lage, Hannes Bartz, {svenja.lage,hannes.bartz}@dlr.de

German Aerospace Center (DLR)

08.06.2026



Private Information Retrieval (PIR)

Wants to obtain file i0

ø
Retrieved File i0

á
PIR Query

PIR Answer

File 1
File 2

File m

• Privacy: Server learns nothing about index i0
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PIR Security Models

Information-Theoretic Security
• Single Server: Only trivial solution (download entire database)
• Multiple Servers: Efficient solutions exist under the assumption of

non-colluding servers

Computational Security
• Possible in the single-server scenario
• Most post-quantum schemes rely on lattice-based cryptography
• Alternative assumptions (e.g. code-based approaches) are desirable
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Code-Based PIR Approaches

First code-based PIR scheme [HHWZ20] based
on random codes and a structured error

W Polynomial attack [BL21]

CB-cPIR: Code-based PIR scheme using
a different error construction [VH24]

Code-based PIR scheme based
on codes over rings [BMMR25]

W Polynomial attack [KLW26]W New attack (this work)
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The CB-cPIR scheme

Setup:
• Database containing m files X 1, . . . ,X m

• Each file is represented as X i ∈ FL×δ
q

• Database X ∈ FL×mδ
q

X = X 1 X 2 X m. . . L

δ

• Goal: Privately retrieve file X i0
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The CB-cPIR scheme

Query generation:

• Let δ = (n − k)(s − v)
• Choose a random [n, k ]-linear

code C ⊆ Fn
qs

• Construct D ∈ Fmδ×n
qs whose

rows are codewords of C
• Choose an information set I with
|I| = k

Q = D E c ⊗∆

c1∆

cm∆

+ +

n

mδ
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The CB-cPIR scheme

Query generation:

• Choose a random basis

Γ = {γ1, . . . , γs}

of Fqs over Fq

• Let V = ⟨γ1, . . . , γv ⟩ and
W = ⟨γv+1, . . . , γs⟩

• Construct E with entries from V
outside I and zeros elsewhere

Q = D E c ⊗∆

c1∆

cm∆

+ +

n

mδ
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The CB-cPIR scheme

Query generation:

• Randomly sample β ∈ (F×
q )

m

• Set c = β + ei0
• Construct ∆ ∈ W δ×n with

entries from W outside I and
zeros elsewhere

• Calculate c ⊗∆

Q = D E c ⊗∆

c1∆

cm∆

+ +

n

mδ
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The CB-cPIR scheme

Query generation:
• A second matrix is required for file recovery
• Repeat the process to generate another matrix Qβ but use the same β

c = β + ei0

Q = D E c ⊗∆

c1∆

cm∆

+ +

c = β

Qβ = Dβ Eβ β ⊗∆β

β1∆β

βm∆β

+ +

• Send the query (Q,Qβ) to the server
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The CB-cPIR scheme

Answer generation:
• The server calculates the answer R = (X · Q,X · Qβ) ∈ FL×n

qs × FL×n
qs

File extraction (high level):
• The client removes codeword components using information set decoding
• The error components E and Eβ are removed by projection
• Combining both parts of the response, the client can recover the desired file
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Attacking the scheme

Step 1: Construct an auxiliary matrix
• Construct A ∈ Fm×n

qs by extracting the first row of every block of Q

D E c ⊗∆

c1∆

cm∆

+ +

A

• While rkFq (Q) = ns, we can show that

rkFq (A) ≤ ks + (n − k)v + 1 = ns − δ + 1
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Attacking the scheme

D E c ⊗∆

c1∆

cm∆

+ +

A

• A already spans the code C
• Appending codewords to A does not increase the rank
• Appending rows of E does not increase the rank
• Appending a different row of ∆ increases the rank

⇒ We can detect the presence of ∆
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Attacking the scheme

Step 2: Recover relations between the coefficients of c

• Start with blocks one and two
• For α ∈ F×

q , append αQ1
[2,:] + Q2

[2,:] to A
• Rank test:

αc1 + c2 = 0 ⇒ rank unchanged
αc1 + c2 ̸= 0 ⇒ rank increases

D E c ⊗∆

c1∆

cm∆

+ + A

·α

• Iterating over α ∈ F×
q reveals the relation αc1 + c2 = 0
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Attacking the scheme

Step 3: Check for the index of interest
• Repeat step 1 on Qβ to obtain Aβ

Dβ Eβ β ⊗∆β

β1∆β

βm∆β

+ +

Aβ

• Append αQ1
β [2,:]

+ Q2
β [2,:]

to Aβ

• The rank test reveals if αβ1 + β2 = 0
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Attacking the scheme

• Recall that c = β + ei0
• If

αc1 + c2 = 0 = αβ1 + β2,

then i0 ̸= {1,2}
• If

αc1 + c2 = 0 ̸= αβ1 + β2,

then i0 ∈ {1,2}
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Attack complexity

• The attack reconstructs the index of interest with a runtime of O(⌈ q
δ−1⌉)

• Attack succeeds w.h.p. once the database contains sufficiently many files
• Supports parallel execution

q s v n k δ
Security Attack Minimal

level complexity value of m

216 12 10 100 50 100 2113 29 1101
232 − 5 6 4 120 60 120 2128 225 601
232 5 3 100 50 100 296 225 401
261 − 1 6 2 100 50 200 2113 253 401
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Outlook

• Following our preprint, the authors proposed a revised version of the
scheme [HV25]

• We subsequently developed a more general attack that breaks all variants of
the scheme

• The new attack is even more efficient and applies to all parameter choices.
Consequently, all proposed parameter choices are insecure

• The advanced attack will be published in the full version of the paper
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