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o first construction of an FHE scheme, presented by Craig Gentry in 2009 !

1. C. Gentry. “A fully homomorphic encryption scheme”. PhD thesis. Stanford University, 2009

2. F. Armknecht et al. “On Constructing Homomorphic Encryption Schemes from Coding Theory”. In: Cryptography and Coding. Ed. by L. Chen. Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 23-40

L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026




Fully Homomorphic Encryption (FHE)
DLR

o first construction of an FHE scheme, presented by Craig Gentry in 2009 !

o many different approaches to construct FHE schemes, nearly all of them are
lattice-based

1. C. Gentry. “A fully homomorphic encryption scheme”. PhD thesis. Stanford University, 2009

2. F. Armknecht et al. “On Constructing Homomorphic Encryption Schemes from Coding Theory”. In: Cryptography and Coding. Ed. by L. Chen. Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 23-40

L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026



Fully Homomorphic Encryption (FHE) ‘#7
DLR

o first construction of an FHE scheme, presented by Craig Gentry in 2009 !

o many different approaches to construct FHE schemes, nearly all of them are
lattice-based

o first SHE scheme based on coding theory, presented in 2011 by Armknecht et al. 2

1. C. Gentry. “A fully homomorphic encryption scheme”. PhD thesis. Stanfc

2. F. Armknecht et al. “On Constructing Homomorphic Encryption Sches ry". In: Cryptography and Coding. Ed. by L. Chen. Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 23-40

2 L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026



Fully Homomorphic Encryption (FHE) ‘#7
DLR

o first construction of an FHE scheme, presented by Craig Gentry in 2009 !

o many different approaches to construct FHE schemes, nearly all of them are
lattice-based

o first SHE scheme based on coding theory, presented in 2011 by Armknecht et al. 2

o our contribution: identification of critical security vulnerabilities in the code-based
scheme

2. F. Armknecht et al. “On ry". In: Cryptography and Coding. Ed. by L. Chen. Berlin, Heidelberg: Springer Berlin Heidelberg, 2011, pp. 23-40
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Notation:
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Notation:
o Fylx1,...,2¢]<, the polynomial ring in t variables with degree at most p
o for a map f and a sequence of vectors P = (p1,...,pn),

Evalp(f) = (f(p1)s---, f(pn))

The g-ary Reed-Muller code of order p is defined as
C = RMy(t, p) = {Evalg: (f) | f € Fo[z1, ..., m]<p}-
For aset S C {1,...,n}, n = ¢, the punctured RM code is

Ps(C) = {(ci)igs | (c1,...,cn) €C}.
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Definition

Let X be a geometric object and £ C {f : X — [} a vector space of functions from
X toF,. Let P=(p1,...,pn) € X™ be a tuple of distinct points. The evaluation
code with respect to £ and P is given by C = {Evalp(f): f € L} CFy.
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Definition

Let X be a geometric object and £ C {f : X — [} a vector space of functions from
X toF,. Let P=(p1,...,pn) € X™ be a tuple of distinct points. The evaluation
code with respect to £ and P is given by C = {Evalp(f): f € L} CFy.

o X:Fé

o L=Fqlz1,...,2¢|<p
on=¢

o C= RMg(t,p)
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For a code-based (F)HE Scheme, we need
o sum of two codewords is again a codeword v/

o product of two codewords is again a codeword ?

Definition

Let C be an evaluation code with evaluation points P. The code is called
p-multiplicative if there exists an evaluation code C with evaluation points P such
that ¥ C C for all £ < pu.

For i < g there exist RM codes that are py-multiplicative.
C = RM,(m, p) and C = RM(m, up)
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o
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o P=(p1,...,pn) the corresponding evaluation points
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maximal number of multiplications p and encryptions L

o

a punctured, p-multiplicative RM code C = Pgs(RM,(t, p))
o P=(p1,...,pn) the corresponding evaluation points

o random vector y € F!, y # p;

o

aset I C{l,...,n}
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‘cm = {f € Fq[mla--th]ﬁp | f(y) = m}
¥ message m €
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P (Py1I)
‘cm = {f € Fq[mla--th]ﬁp | f(y) = m}
¥ message m €

feLlm eGIF’;,eI:O
Em ——> w=(f(p1),...,f(pn)) —————> (c=w+e,])
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P (Py1I)
‘cm = {f € Fq[mla--ngt]ﬁp | f(y) = m}
¥ message m €

feLlm eGIE";,eI:O
Enm — w=(f(p1),--., flpn)) —> (c=w+el)

(&,7),vy <

E (01771) + (02,’72) = (Cl + C2amax{’Yla’)’2})
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L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026



Code-based SHE Scheme ‘#7
DLR
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‘cm = {f € Fq[mla--ngt]ﬁp | f(y) = m}
¥ message m €

feLlm eGIF’;,eI:O
Enm — w=(f(p1),--., flpn)) —> (c=w+el)

. - ¢y error-free
W= (f(p1),. .-, flpn) ——— (&), 7<p
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Partial Key Recovery ‘#7
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Lemma

If the number of ciphertexts L is large enough, then it holds
o ifi ¢ 1, then rk(Cj[i]) = rk(C;) — 1 with high probability,
o ifi € I, then rk(C}[i]) = rk(C}) with high probability.

So, the error support can be recovered with a time complexity of O(n*) with high
probability.

10 L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026




Alternative Description

f €Ll

& n —> w= (),
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8n +—— =)
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fE[,,” ) ) ("’,G]F{';‘(;] =0
Em — w=(f(p1),-...f(pn)) — (c=w+e,l)
. &
fly)=m . ~ ~ ¢y error-free -
S&n «— u=(f(p)..., fpn) +—— (@), r<snw
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/ S Em . X . ec ‘(’[I €r = 0 .

Em — w=(f(p1),---, flpn) ——» (c=w+te,l)
o &=
fly) =m ~ ¢y error-free

S n +— o= (f(m) ..... flpn) <+—7—— (&), 7<u

o

Vo C Fy subspace containing all encryptions of 0

o c¢* € Fy an arbitrary encryption of 1

e}

Verr C IE‘Z subspace of error vectors

o encryption of m € Fyis c = vg +m - c* + v,
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Alternative Description ‘#7
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feLlnm  e€Fe =0

Zm —> w=(fP1),.--, f(pn) — (c=w+e,l)
o &=
fly) =m . - - ¢y error-free o

S n +— o= (f(p),..., flpn) <+—7—— (&), 7<u

o

Vo C Fy subspace containing all encryptions of 0

o c¢* € Fy an arbitrary encryption of 1

e}

Verr C IE‘Z subspace of error vectors

o encryption of m € Fyis c = vg +m - c* + v,

T
key

e}

Jvkey € Fy such that m =c-v
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feLln eeFy,er=0
Em —> w=(flp):---.fBr)) ——> (c=w+te]l)

@ X G o) T )<

12 L. Kurmann - Security of some code-based (F)HE approaches June 08, 2026




Message Recovery ‘#7
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feLln eeFy,er=0
Em —> w=(flp):---.fBr)) ——> (c=w+te]l)

@ X G o) T )<

#. assume we know L' plaintext-ciphertext pairs m;, ¢;
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Message Recovery

feLln eeFy,er=0

Em —» w=(f(p1),....f(pn)) —> (c=w+e]l) :J
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#. assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack
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Message Recovery

feLln eeFy,er=0

Em —» w=(f(p1),....f(pn)) —> (c=w+e]l) :J
&=

@a T G fe) = @<

#. assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack

n times

2. Create L’ encryptions of 0 by computing ¢} = ¢; — (my, ..., m;)
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Message Recovery

feLln eeFy,er=0
Em —» w=(f(p1),....f(pn)) —> (c=w+e]l)

- &
gn T G o0 o) 2 Gsa ;|

#. assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack

ntimes
2. Create L’ encryptions of 0 by computing ¢} = ¢; — (m;,
['O:{f_m|f€£m}

'7mi)
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Message Recovery

feLlnm eE]F;”,eI:U
Em —» w=(f(p1),....f(pn)) —> (c=w+e]l)
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#. assume we know L' plaintext-ciphertext pairs m;, ¢;

. Obtain I using the partial key recovery attack

ntimes
Create L’ encryptions of 0 by computing ¢, = ¢; — (m,,
»CO:{f_m|fE£m}

'7mi)

3. Create more encryptions of 0
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Message Recovery

feLlnm eE]F;”,eI:U
Em —» w=(f(p1),....f(pn)) —> (c=w+e]l)

- &
gn T G o0 o) 2 Gsa ;|

#. assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack

ntimes
2. Create L’ encryptions of 0 by computing ¢}, = ¢; — (m;, .
»CO:{f_m|fE£m}

'7mi)

3. Create more encryptions of 0

4. We know there exists vye, such that cj - v[ey =m
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& assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack
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3. Create more encryptions of 0
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& assume we know L' plaintext-ciphertext pairs m;, ¢;

1. Obtain I using the partial key recovery attack

2. Create L’ encryptions of 0 by computing ¢} = (¢i1, ..., Cin) — (M, ..., m;)
3. Create more encryptions of 0
4. We know there exists vye, such that ¢; - vaey =m
(¢1)1 0
. . T _ ) .
5. Solve the linear system : Uey = | | to find viey
()1 0
13 L. Kurmann - Security of some code-based (F)HE approaches
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Message Recovery ‘#7
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Theorem

Assume that we already recovered the set I.
If the number of known plaintext-ciphertext pairs L is large enough, the messages can
be recovered with a time complexity of O(n?).
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Parameters ‘#7
DLR

5 =280 s =128
uw=5 pu=10 pu=15 nw=>5 p=10 p=15

Scheme parameters

Field order ¢ 9115 9119 9122 9165 9169 9172
Number of evaluation points n 60,176 448,017 1,475,597 | 114,189 862,336 2,853,838
Code dimension k 165 165 165 455 286 286
Number of error-free positions || | 12,341 91,881 302,621 39,711 176,851 585,276
Polynomial degree p 4 4 4 [§ 5 5

Attack parameters
Minimal value of L
Minimal value of L/
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Polynomial degree p 4 4 4 [§ 5 5
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uw=5 pu=10 pu=15 nw=>5 p=10 p=15
Scheme parameters
Field order ¢ 9115 9119 9122 9165 9169 9172
Number of evaluation points n 60,176 448,017 1,475,597 | 114,189 862,336 2,853,838
Code dimension k 165 165 165 455 286 286
Number of error-free positions || | 12,341 91,881 302,621 39,711 176,851 585,276
Polynomial degree p 4 4 4 [§ 5 5
Attack parameters
Minimal value of L 33 14 11 38 15 12
Minimal value of L/ 2 2 2 2 2 2
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Two additional FHE Approaches
DLR

Two FHE schemes based on binary RM codes by Challa and Gunta: 3

3. R. Challa and V. Gunta. “Reed-Muller Code Based Symmetric Key Fully Homomcvpmc En(rypllcn Scheme In tems Security. Springer International Publishing, 2016
v f Bal

R. Challa and V. Gunta. “Provable Security of RM Code Based FHE Scheme”. In ain Journ
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migi,1 ... Migin

m X Gry = GFSXTL

mggk1 --- MiGkn
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Two additional FHE Approaches

Two FHE schemes based on binary RM codes by Challa and Gunta: 3

o decoding procedure of one scheme appears to be incorrect
o recovery of plaintexts m € % in the other scheme is possible

Enc(m) = o(m x Gry + E)

migi,1 ... Migin

m X Gry = GFSXTL

mrggk1 --- MiGkn

3. R. Challa and V. Gunta. “Reed-Muller Code Based Symmetric Key Fully Homcmcvpmc En(rypllcn Scheme”. In
R. Challa and V. Gunta. “Provable Security of RM Code Based FHE Scheme". In: Univ ur
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Thank you for your attention!
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