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Resistance to statistical attacks: the key role of the Sbox

Linear Cryptanalysis [Mat94]

Goal of the attacker: find («, 3) such that « - x + 3 - Ex(x) = € holds with high
probability for some ¢ € .

Differential Cryptanalysis [BS91]

Goal of the attacker: find (a, b) such that Ex(x) & Ex(x & a) = b holds with high
probability.

= () 1= maxy 54000 | 2o (—1) 0]
m §(5) 1= max, px(o,0) #{x | S(x) ©S(x @ a) = b}

m Goal of the designer: minimize A(5) and 6(5).
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Construction of Sboxes with "large” number of variables

8-bit Sboxes
m For 8-bit bijections S the optimal values for A\(5) and §(5) are unknown.

m The current best are achieved by S : x — x254,

Use of constructions based on smaller Sboxes

m Low implementation cost.

m Well-understood cryptographic properties.
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Feistel networks (1971)
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Figure: Feistel(f1, f», 3) where fi, fo, f5 : F§ — F]
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m Low implementation cost (e.g compared to AES'’s Shox).
m Well-understood 4(5) and A(5) [CDL16].

m Widely used: SCREAM, ISCREAM [GLST14], SKINNY64, SKINNY128 [BJKT16]
and CRYPTON V0.5 [Lim98|

ISCREAM's Sbox can be written Feistel(fa, fa, 2).
Up to swapping the branches, SCREAM's Sbox is equal to Feistel(f1, f2, f3).

f» and f, are bijective 4-bit Sboxes and f;, f3 are APN.
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Lightweight ciphers are vulnerable to new type of attacks

New weak-key attacks against (some) lightweight ciphers

m Commutative Cryptanalysis [BFL*23]
m Nonlinear Invariants [TLS16, TLS19, Bey18]
m Fixed-key Differential Cryptanalysis [CF26].

Surprisingly, these attacks often apply to the same ciphers (e.g SCREAM and
MIDORI6G4).
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Lightweight ciphers are vulnerable to new type of attacks

New weak-key attacks against (some) lightweight ciphers

m Commutative Cryptanalysis [BFL*23]
= Nonlinear Invariants [TLS16, TLS19, Bey18]
m Fixed-key Differential Cryptanalysis [CF26].

Surprisingly, these attacks often apply to the same ciphers (e.g SCREAM and
MIDORI6G4).

For lightweight key-schedule and linear layers, weakness of S = weakness of E.

Our work: give sufficient conditions on fi, f», 3 = S = Feistel(f, f2, 13) weak.
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(Affine) Commutative Cryptanalysis [Wag04, BFL"23]

Goal of the attacker: find a pair of (affine) functions (53, C) such that Bo Ex = E,oC.
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(Affine) Commutative Cryptanalysis [Wag04, BFL"23]

Goal of the attacker: find a pair of (affine) functions (53, C) such that Bo Ex = E,oC.

Commutative trail
If Ex =R,o0...0Rp0R1, an attacker may look for B = By, ..., B, = C such that

RioBi_1=B;oR;.

Main difficulty: find (B,C) s.t. BoS =5SoC.

B and C affine <= S is affinely self-equivalent.
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Applications

m For SCREAM, we retrieve the affine commuting function found by Baudrin et al.
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A sufficient condition for commuting with 3-round Feistel Sboxes
Derivative

D.f : x— f(x)® f(x @ a).

Proposition

o b1 () o (x+ Dafiy + 2)
Let S := Feistel(f1, >, f3) and O3t (xy) e (x+ Dafs,y+a)
Then:

¢1 08 =So ¢3.

Applications

m For SCREAM, we retrieve the affine commuting function found by Baudrin et al.

m For ISCREAM, we found 15 non-affine commuting functions. How to exploit
them?
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Nonlinear invariant attacks [TLS16, TLS19, Bey18]

Goal of the attacker: find a set X such that E,(X) = X or E,(X) =F5\ X.
Equivalently, find a Boolean function g such that g o E, + g is constant.
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Nonlinear invariant attacks [TLS16, TLS19, Bey18]

Goal of the attacker: find a set X such that E,(X) = X or E,(X) =F5\ X.
Equivalently, find a Boolean function g such that g o E, + g is constant.

Remark [TLS16, Bey18]

If LT = L=, then any quadratic invariant for S leads to an invariant for Ej for some
weak k.

— Search for quadratic invariants of
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A sufficient condition for 3-round Feistel Sboxes to have quadratic
Invariants

Proposition

Let S := Feistel(f1, 2, 73) and assume that there exist o, e such that - i = - 3 + ¢
is quadratic. Then S has a quadratic invariant.

Applications

m Using that 0x2 - f; = 0x2 - f3 + 1 is quadratic, we retrieve the only quadratic
invariant for SCREAM's Sbox found by Todo, Leander and Sasaki.

m Using that 0x1 - f; and 0x4 - f; are quadratic, we retrieve 2 out of the 6
independent quadratic invariants found by the authors.
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Perfect sets of differences (adapted from [CF26])

m Valid inputs: XDDTs(a, b) :={x € Fj | S(x)+ S(x + a) = b}

m Valid outputs: YDDTs(a, b) := {S(x) € FJ | S(x)+ S(x + a) = b}
m DDT:(a, b) := #XDDTs(a, b) = #£YDDTx(a, b).
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Perfect sets of differences (adapted from [CF26])

m Valid inputs: XDDTs(a, b) :={x € Fj | S(x)+ S(x + a) = b}
m Valid outputs: YDDT:(a, b) := {S(x) € Fj | S(x)+ S(x + a) = b}
m DDT:(a, b) := #XDDTs(a, b) = #£YDDTx(a, b).

Definition when §(S5) = 4

A CFj is a good set of differences for S if:
For all, (a, b) € A x A, DDTs(a,b) = 4.
There exists a linear space £, s.t. for all a € A,

L—_I-J XDDTs(a, b) is an additive coset of E.
be A

The linear parts of all YDDTs(a, b) are included in E.

If two more conditions on the offsets of XDDTs(a, b) are satisfied, A is a perfect set
of differences.
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A perfect set of differences for MIDORI64 Sbox

For all differentials (a, b) € A:= {0xa, 0xf}, DDTs(a, b) = 4.

XDDT;(0xa,0xa) = 0x3+ (0x7,0xa) and YDDT:(0xa,0xa) = 0x3+ (0x7,0xa)
XDDT:(0xa,0xf) = Oxc+ (0x7,0xa) and YDDT:(Oxa,0xf) = (Oxa, Oxf)
XDDT:(0xf,0xa) = (Oxa,0xf) and YDDT:(0xf,0xa) = Oxc+ (0x7,0xa)
XDDTs(0xf,0xf) = 0x2+ (Oxa,0xf) and YDDT:(0xf,0xf) = 0xd+ (Oxa,Oxf)
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Proposition (adapted from [CF26])
If S admits a perfect set of differences and L is a particular lightweight linear layer.

Then Ej has truncated differential of overwhelming probability for some weak k.
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Let S := Feistel(f1, f2, /3) and assume that:
m f1 and 73 are APN, £ is invertible.

m There exists b such that D,f; = Dyf3 is affine.
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Proposition (adapted from [CF26])
If S admits a perfect set of differences and L is a particular lightweight linear layer.

Then Ej has truncated differential of overwhelming probability for some weak k.

Theorem
Let S := Feistel(f1, f2, /3) and assume that:
m f1 and 73 are APN, £ is invertible.

m There exists b such that D,f; = Dyf3 is affine.

Then: A :=Im(Dyf) x {b} is a perfect set of differences for

Applications

Allows us to retrieve the perfect set of differences for SCREAM found in [CF26].

14/15



Conclusion
@0

This section

Conclusion

14/15



Commutation

Nonlinear invariants

fect sets of differences

Conclusion
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Conclusion
Shox Property | cioher | A5 Affine | Quadratic | Fixed-key
commutant | invariants | differentials
Feistel(f1, f2, 13) SCREAM | 64,8 v v v
Feistel(fs, fa, 1) ISCREAM | 64,16 X v X
Feistel(f1, f1, 3) 128, 42 v v X
Feistel(fs, f1, 5) 128, 36 v X X
Feistel(fs, 2, 5) 64,8 v X v
Feistel(f1, fs, 5) 64,8 X X X

fi, 3, fs and f are APN, f, and f; are bijections.

15/15



oe
[§ Tim Beyne.
Block cipher invariants as eigenvectors of correlation matrices.

In Thomas Peyrin and Steven Galbraith, editors, ASIACRYPT 2018, Part |,
volume 11272 of LNCS, pages 3—31. Springer, Cham, December 2018.

[§ Jules Baudrin, Patrick Felke, Gregor Leander, Patrick Neumann, Léo Perrin, and
Lukas Stennes.
Commutative cryptanalysis made practical.
IACR Trans. Symm. Cryptol., 2023(4):299-329, 2023.

[§ Christof Beierle, Jérémy Jean, Stefan Kolbl, Gregor Leander, Amir Moradi,
Thomas Peyrin, Yu Sasaki, Pascal Sasdrich, and Siang Meng Sim.
The SKINNY family of block ciphers and its low-latency variant MANTIS.
In Matthew Robshaw and Jonathan Katz, editors, CRYPTO 2016, Part I, volume
9815 of LNCS, pages 123-153. Springer, Berlin, Heidelberg, August 2016.

[@ Eli Biham and Adi Shamir.
Differential cryptanalysis of DES-like cryptosystems.
Journal of Cryptology, 4(1):3-72, January 1991.

15/15



Conclusion
oe

@ Anne Canteaut, Sébastien Duval, and Gaétan Leurent.
Construction of lightweight S-boxes using Feistel and MISTY structures.
In Orr Dunkelman and Liam Keliher, editors, SAC 2015, volume 9566 of LNCS,
pages 373-393. Springer, Cham, August 2016.

[@ Anne Canteaut and Merlin Fruchon.
Understanding unexpected fixed-key differential behaviours: How to avoid major
weaknesses in lightweight designs.
In Goichiro Hanaoka and Bo-Yin Yang, editors, Advances in Cryptology —
ASIACRYPT 2025, pages 97-130, Singapore, 2026. Springer Nature Singapore.

[@ Vincent Grosso, Gaétan Leurent, Francois-Xavier Standaert, Kerem Varici,
Francois Durvaux, Lubos Gaspar, and Stéephanie Kerckhof.
SCREAM & iSCREAM: Side-channel resistant authenticated encryption with
masking.
Submission to the Caesar competition
https://competitions.cr.yp.to/roundl/screamvl.pdf, 2014.

[{ Chae Hoon Lim.
Crypton: A new 128-bit block cipher-specification and analysis.
15/15


https://competitions.cr.yp.to/round1/screamv1.pdf

Conclusion
oe

Future Systems, 1998.

ﬁ Mitsuru Matsui.
Linear cryptanalysis method for DES cipher.
In Tor Helleseth, editor, EUROCRYPT'93, volume 765 of LNCS, pages 386—397.
Springer, Berlin, Heidelberg, May 1994.

@ Yosuke Todo, Gregor Leander, and Yu Sasaki.
Nonlinear invariant attack - practical attack on full SCREAM, iSCREAM, and
Midori64.
In Jung Hee Cheon and Tsuyoshi Takagi, editors, ASIACRYPT 2016, Part II,
volume 10032 of LNCS, pages 3-33. Springer, Berlin, Heidelberg, December 2016.

@ Yosuke Todo, Gregor Leander, and Yu Sasaki.
Nonlinear invariant attack: Practical attack on full SCREAM, iSCREAM, and
Midori64.
Journal of Cryptology, 32(4):1383-1422, October 2019.

[d David Wagner.
Towards a unifying view of block cipher cryptanalysis.

15/15



Conclusion
oe

In Bimal K. Roy and Willi Meier, editors, FSE 2004, volume 3017 of LNCS, pages
16-33. Springer, Berlin, Heidelberg, February 2004.

15/15



	Motivation and context
	Commutation with 3-round Feistel Sboxes
	Nonlinear invariants of 3-round Feistel Sboxes
	Perfect sets of differences for 3-round Feistel Sboxes
	Conclusion

