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Abstract

A recent paper by Calderini et al. investigates the use of a CCZ
transformation to mask the quadratic central map in a multivariate
scheme, providing an instance leading to a system of degree four. A
following paper by Caminata et al. presents two methods to reduce
the masked system back to a quadratic system. In this work we fur-
ther study the method based on the quadratic relations between input
and output of the masked function, generalizing it and applying to
any CCZ transformation (of any quadratic map). Moreover, we study
how the existence of these quadratic relations can be used to study
whether a function can be CCZ equivalent to a quadratic map and,
more generally, to study whether two functions can be CCZ equiva-
lent. In fact, this analysis gives us necessary conditions that can be
checked in relatively large dimensions.

Key Words : Vectorial Functions, CCZ Equivalence, Quadratic Relations,
Multivariate Cryptography.

1 Introduction

The idea behind multivariate cryptography is to construct a system of equa-
tions, over a finite field, possessing some hidden structure such that only the
legitimate user is able to invert the system. A classical technique used is to
start from a quadratic system feasible to invert, and then apply two random
affine invertible transformations to the input and to the output of the sys-
tem, leading to a random-looking quadratic system that is difficult to invert.
A recent work [CCV25] studies the use of a more general transformation in
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order to hide the structure of the system: the so-called CCZ transforma-
tion. In [CCV25], the authors propose to start from a quadratic system
with a specific structure, using the so-called Oil-and-Vinegar polynomials,
and apply a random transformation (belonging to a subclass of the CCZ
transformations), leading to a system of degree (at most) four. The authors
of a following work [CGM™26] show that for the specific instance proposed,
the CCZ transformation does not offer additional security since an attacker
can easily recover a system of quadratic equations describing the scheme.
Another work [BF25] attacks the proposal in [CCV25] with a specific choice
of parameters, recovering an equivalent key and so breaking the system.

In this work, we generalize the technique used in [CGM™26] based on the
so-called quadratic relations, and prove its effectiveness on a generic instance
of CCZ transformation from a generic quadratic system. Interestingly, the
study of quadratic relations offers insight into another problem investigated
in the context of vectorial functions: given a function between two finite
fields, determine whether it is CCZ equivalent to a quadratic function. This
problem has been already studied, see for example the work of Edel and Pott
[EP09] restricted to the class of APN functions. In this work, we derive some
necessary conditions for a function to be CCZ equivalent to a quadratic map,
and, more generally, some necessary conditions for two functions to be CCZ
equivalent.

1.1 Preliminaries

Fixed a finite field F,, namely the finite field with ¢ = p" elements for p
a prime number, and given two positive integers n and m, we define an
(n, m)-vectorial function, or simply an (n, m)-function, as a map F : Fy —
Fy'. Notice that the function F' can be described in terms of m (n,1)-
functions fi,..., fm, which are called the coordinate functions of F', where
F(z) = [fi(2), ..., fm(2)] for z € Fy. The component functions of F are the
(n, 1)-functions obtained as (nonzero) linear combinations of its coordinate
functions.

An (n, 1)-function f can be uniquely represented as a multivariate poly-
nomial in n variables over F, of the form

f(z) = Z apzt -z, ay € Ty,
v=(V1,...,Un)
0<v;<q
where with abuse of notation we identify with z the n variables z1, ..., z,.
In the following, we will do similar identifications with the variables w =
(wi,..., W), = (x1,...,2¢), and y = (y1,...,Yn—t). The algebraic de-
gree of f is then defined as deg(f) = max{}.; ,v; | ay # 0}. Thus, an
(n,m)-vectorial function F' can be uniquely represented as a collection of
m multivariate polynomials in n variables, where the variables appear in



degree at most ¢ — 1, and its algebraic degree is defined as deg(F) =
max{deg(f1),...,deg(f,)}. In the subsequent sections, we often identify
vectorial functions with system of such multivariate polynomials. When
m = n, the function admits an equivalent representation as a univariate
polynomial over F,» of degree at most ¢" — 1.

Given two (n, m)-vectorial functions F' and G, we say that they are affine
equivalent if there exist an affine invertible map A; of Fj* and an affine
invertible map A of Fj such that G'= AjoFoAy. They are extended affine
equivalent (shortly EA equivalent) if there exists an (n,m)-affine map such
that F'+ A is affine equivalent to G. They are called CCZ equivalent if there
exists an affine invertible map A of Fy' x Fy* such that A(I'r) = I'g, where
Irp ={(2F(2) : z € Fy} and I'c = {(2,G(2)) : = € F}} are the graphs
of F' and G respectively. We call affine, EA, and CCZ transformations
the operations performed in order to obtain respectively an affine, EA, and
CCZ equivalent function. The affine equivalence is a particular case of the
EA equivalence, which is itself a particular case of the CCZ equivalence.
Affine and EA transformations preserve the algebraic degree of the function,
except when the starting function is affine in the case of EA-equivalence,
whereas the CCZ transformation might lead to a function of different degree.
A function is called CCZ quadratic if it is CCZ equivalent to a quadratic
function, where a quadratic function is of algebraic degree 2.

A particular case of CCZ transformation is the twisting, introduced in
[CP19]. Given an integer ¢ with 0 < ¢ < min(n,m), two (n,m)-functions
F and G are equivalent via a t-twist if T'¢ = My(T'r), where M, is the
linear invertible map operating as follows: (x,y,u,v) — (u,y,z,v), with
xeF,,yelF " uelF,veF; " This transformation is admissibile, i.e.
My (T'r) is the graph of a function, if there exist two functions T : F;, xFy~* —
F! and U : F, xFjy~— — F;*~* such that for every fixed y € F;~" the function
T(z,y) is invertible with respect to = € FY, and denoting T, 1(x) the inverse
function, we have

Fa,y) = [58’: Zﬂ , and G(z,y) = [U(ffpy_ll ((if))y)} . (1)

Canteaut and Perrin in [CP19] showed that, over F, = Fy, any CCZ trans-
formation can be described in terms of a twist and two EA transformations,
result that can be generalized to functions over any finite field, see [Vil26]
for the details.

Theorem 1. For a finite field F, let F : F" — F™ and G : F* — F™ be two
CCZ-equivalent functions. Then we can obtain G from F (and vice-versa)
by composing an EA transformation, a t-twist and an FA transformation,
for some integer t with 0 < t < min(n,m).

To conclude, we define a quadratic relation for a vectorial function.



Definition 1. Given an (n,m)-function F, a quadratic relation for F' is a
quadratic (n +m,1)-function R : Fy x F" — Fy, thus R(z,w) of the form

Z Q52iZ+ Z &jziwj—i— Z Yijw;w; + Z 0;zi+ Z Gwi+e,

1<i<j<n 1<i<n 1<i<j<m 1<i<n 1<i<m
1<j<m

such that for any z € Fy, setting w = F(z), it holds that R(z,w) = 0.

Remark 1. If the polynomials are defined over Fy, then we can assume
i =7 =0, fori=1,...,nand j=1,...,m.

2 The invariance of the existence of quadratic re-
lations

Assume to have a vectorial function possessing some quadratic relations.
We want to study how these relations are modified when we apply a CCZ
transformation to the function.

We start by first considering an affine transformation. Assume that
Fy, F5 : Fy — F' are two affine equivalent functions. So Fh = Ay o Fy 0 Ag
for Ay, As affine bijections of Fj', Fy respectively. Moreover, assume that
Fy possesses N quadratic relations (over ) of the form

Z O‘z(f)zizj + Z Bg)zl'w]' + Z Wff)wiwj + Z 51-(0% + Z Ci(é)wi + 5(4)’

for 1 < ¢ < N. By replacing z + As(2) and w ~ A *(w), we obtain N
quadratic relations for Fy. Moreover, since A7 and As are affine invertible
maps, if the relations for F are linearly independent, the same holds for F5.

To study the extended affine transformation, we are left with considering
the simple addition of an affine map, so we consider two functions F, F’ such
that F/ = F + A. Following the previous analysis, in the quadratic relations
of F' we need to replace w — w+ A(z). Therefore, we still have N quadratic
relations for F’. Denoting A;(z) the i-th coordinate function of A(z), the
relations for F’ have the following form

Salzizi + 30 B sw; + 45(2) + D4 (wi + Au(2) (w; + 45(2)
+ Z 0z + Z ¢ (wi + Ay(2)) + €,

for 1 < ¢ < N. Suppose that they are linearly dependent, thus there exists
a nonzero \ € ]Fév such that the corresponding linear combination is zero.
Denoting o = A- [ag) ], and similarly all the other coefficients, the linear
combination has the following form

0= Z Q225 + Z Bijzi(w; + Aj(2)) + Z’Yij(wi + Ai(2))(w; + Aj(2))
+ Zéizi + ZCZ(U)Z + Ai(z)) + €.



Hence we have that the coefficients v;; are all zero, because of the presence
of the terms w;w;, implying that also the coefficients 3;; and d; are zero,
because of the presence of the terms z;w; and w; respectively. Similarly, it
follows that also the remaining coefficients are zero. This implies that also
the quadratic relations for F' are linearly dependent, using the same linear
combination obtained from .

To conclude this analysis, given the characterisation of the CCZ transfor-
mation by means of EA transformations and twist, we are left with the case
of two functions equivalent via a twist. Set therefore F,G : Fy — Fj* and
t, with 0 < ¢ < min(n,m), such that F' and G are of the form as specified
in (1). Without loss of generality, we have that I’ possesses some quadratic
relation R (z,w) = R¥ (x,y,u,v), where z = (z,y) and w = (u,v). Since
in the t-twist we are swapping the role of z and u, it means that G pos-
sesses the quadratic relation R%(z,w) = RF (u,y,x,v). So, the action of a
twist sends a set of linearly independent quadratic relations to a set of lin-
early independent quadratic relations. Therefore, we can state the following
theorem.

Theorem 2. The number of linearly independent quadratic relations for a
vectorial function is invariant under the action of a CCZ transformation.

3 Application to multivariate cryptography

As already mentioned, in this work we extend the result showed in [CGM™26]
by applying it to a more generic situation.

We assume to have a multivariate cryptosystem in which the secret cen-
tral quadratic map F': Fy — F{* is masked via the action of a (random)
CCZ transformation into the public map P : Fy — Fi". No further assump-
tions are made on the form of F' or on the form of the CCZ transformation
used. Assumed that we get to know a value ¢ € Fg', we will refer to it as
the target output, and we want to recover its preimage(s) with respect to P
(namely the target input(s)).

Set fi,..., fm to be the coordinate functions of F', then F' possesses (at
least) m linearly independent quadratic relations of the form

{fi(Zl, e ,Zn) — wl}fil

From the result of Theorem 2, we have that also P possesses m linearly
independent quadratic relations.

Proposition 1. Consider n,m positive integers, F, a finite field, F : Fy —
Fy' a quadratic map and P : Fy — Fi* CCZ equivalent to F. Then P
possesses (at least) m linearly independent quadratic relations.



Following the idea of the linearization attack (used by Patarin in [Pat95]
to break the Matsumoto-Imai cryptosystem [MI88]), and following its adap-
tation proposed in [CGM™'26], an attacker can perform the following steps.
First, recover the quadratic relations of P by solving the linear system ob-
tained by considering enough input-output pairs of P. Since a quadratic
relation R(z,w) has the form

o agrmz+ Y Bymwit Y vgmz+ Y, Gzmt Y Gwite,

1<i,j<n 1<i<n 1<i,j<m 1<i<n 1<i<m
1<j<m

in order to recover its coefficients we need to compute about ("+72”+2) in-

put/output pairs and then perform Gaussian elimination on a matrix of ap-
proximately the same size. Once (at least) m linearly independent quadratic
relations are recovered, since we did not assume any particular structure on
the central quadratic system, we simply take the target output, evaluate it
in the quadratic relations and obtain a system of quadratic polynomials in
n variables. Thus, for each target output, we can reconstruct a quadratic
system containing the target input as a solution.

Remark 2. This applies also to the case in which the central map F' is not
quadratic but it is CCZ quadratic. Indeed, the public system P is still CCZ
equivalent to some quadratic map, and thus all previous analysis applies.

To conclude, we report the analysis regarding the computational cost
for recovering the quadratic relations and then the quadratic system for the

target output. The proof is just an adaptation of the proof of Theorem 2
in [CGM™26].

Theorem 3. For a finite field F, and two positive integers n,m, consider
a vectorial function P : By — Fi* of degree d, with P CCZ equivalent to a
quadratic function. We assume n > d. From the equations of P and from a

fized c € FJ', we can produce:

1. a system of quadratic relations for P with complexity O(max{mn*2,

m3nd7 m67 n6})7’
2. a quadratic system with the same solution as P(z) = ¢ with additional
negligible complexity.

To have a manageable public key in the multivariate scheme, the degree
d of the public system should not be too large. Thus, if we assume to have
n > m, for small degrees d we have the following complexities, see Table 1.

4 Application to a problem in vectorial functions

Among the possible interesting analysis that can be performed on vectorial
functions, their classification up to some equivalence notion is a well-studied



d || O(max{mn®2 m3n? mb n°l)
3 O(n®)

4 O(mn9)

5 O(mn")

Table 1: Complexity in Theorem 3 for n > mand 3 <d <5

problem that it is still far from being solved. For example, in the case of
vectorial Boolean functions (¢ = 2, m = n) the classification up to CCZ
equivalence is complete only for n < 4, see [Bril9]. Determining whether
a given function is CCZ equivalent to some other function, is in general
not an easy task. Computationally, this is solved in the general case by
considering the linear codes generated by the functions and then checking
via code equivalence, see [BDKMO09]. This results in a heavy computational
work, which might be already challenging in dimension n = 12. Therefore,
especially in large dimensions, researchers make use of CCZ invariants, prop-
erties that are preserved by a CCZ transformation, to check if two functions
are potentially CCZ equivalent. Thus, Theorem 2 provides us a further
CCZ invariant that can be used, namely the number of linearly independent
quadratic relations satisfied.

Sometimes it is interesting to study whether a function is CCZ equiv-
alent to a quadratic map, that is if it is CCZ quadratic. This question is
particularly relevant in the area of cryptographic Boolean functions, where
many interesting properties are invariant under the CCZ transformation and
quadratic functions are relatively easy to study, but they might suffer from
some weaknesses. This question has been already addressed in [EP09], where
some necessary conditions have been determined for the restricted class of
APN functions. In the mentioned work, the authors show that if an APN
function is CCZ equivalent to a quadratic map, then the group of autho-
morphisms of a particular design over Fy x [} associated to the function
must contain an elementary abelian group of order 237,

In this section, we use the technique of quadratic relations to determine
whether a function can be equivalent to a quadratic map. Indeed, Proposi-
tion 1 implies the following result.

Corollary 1. If a vectorial function F : Fy — F" does not possess m
linearly independent quadratic relations, then F' is not CCZ quadratic.

Remark 3. As reported in Theorem 3, given d the algebraic degree of the
vectorial function, the complexity of computing the number of linearly inde-
pendent quadratic relations is O(max{mn®2 m3n? mb nS}).

Before presenting computational results that illustrate the potential of
this approach, we first carry out a further analysis, which in certain cases



leads to improved outcomes. Assume that a function F' : Fj — Fy* has some
components of degree at most 1, which we simply referred to as affine com-
ponents. Possessing affine components is CCZ invariant, thus EA invariant
and so, up to adding an affine vectorial function, we can directly study the
case of constant zero components. Clearly, these components form a vector
subspace of some dimension k; so, without loss of generality, we assume
that the first k coordinates of F' are zero. Hence F' satisfies the following
relations, which are linearly independent quadratic relations:

=7, 1,..,
{wj = 0}t {wy-wi = 0Y 20 {wj -z = 02
Thus the map F' possesses at least

k(k + 1)
2

k(k+1)

k+km+k— 5

+kn=k(n+m+2)—

quadratic relations. Notice that if we are over F, = Fa, we exclude the

relations wJQ-, for j = 1,...,k, obtaining a total of k + km — k(kH) + kn =

k(n+m+1)— (kH) quadratic relations.

Proposition 2. A CCZ quadratic vectorial function F : Fy — F* with
qk — 1 affine components possesses at least

kE(n+m) — k(kﬂ) +m, if g =2
k(n+m+1)— @ +m, otherwise

linearly independent quadratic relations.

Proof. To obtain the final formula, to the previous analysis we only have
to add the fact that the remaining m — k coordinates are quadratic and
satisfy therefore a quadratic relation of the form f;(z1,...,2,) — w;, with
i=k+1,...,m. O

Computational analysis We restrict the computational analysis to func-
tions defined over F;, = Fo and with m = n, for relatively small values of
n. We also make use of the representation as univariate polynomials over
Fon. For a function F' : Fon — Fon, we denote by 6 the number of linearly
independent quadratic relations satisfied by F', and by kr the dimension of
the affine component space.

Computationally, we observe that the statement of Corollary 1 does not
represent a necessary and sufficient condition. Indeed, there are functions
not CCZ quadratic, but still possessing (more than) m linearly independent
quadratic relations. This can be verified using, for example, the complete
classification, up to CCZ equivalence, of the functions F' : Fys — Fy4, com-
puted by Brinkmann in [Bril9] (4151 functions). To be sure to compute



the exact set of quadratic relations, we construct the linear system by con-
sidering all pairs of input-output, and not just around ("J”;H) pairs. In
Table 2 we report the outcome of the analysis, showing that in dimension
4 all functions possess at least 21 linearly independent quadratic relations,
but clearly they are not all CCZ quadratic.

Op | kp | GAF) || Op | kp | 6AF} || Op | kp | G4F} || 0p | kr | 60F}
21| 0 | 3576 || 21 1 425 21 | 2 29 21 | 3 1
221 0 45 22 1 43 22 | 2 12 22 3 2
231 0 1 23 | 1 5 23 | 2 6 23 | 3 1
24 | 2 1 24 | 3 2 25| 3 1 26 | 4 1

Table 2: The number of representative function F' : Fos — Fou (#{F'}) having
0 linearly independent quadratic relations and 257 — 1 affine components

However, in this same dimension, using the result of Proposition 2 we
can deduce that the function F(z) = 2% +a*21? + a2 + @328 + 0225+ a2+
ax3+a'2x? 4%z, with a € Fos primitive element, is not CCZ equivalent to a
quadratic map. Indeed, F' has a subspace of affine components of dimension
k = 3, and it possesses only 21 linearly independent quadratic relations,
satisfying 0 = 21 < k(n +n) — k(k+1)/2 +n = 22. This is the only
function that leads to such a contradiction in this dimension.

Remark 4. From Table 2 we can notice that the pair of values [0, k] can
be used as a first discriminating factor to divide functions into CCZ classes.

We verify that in larger dimensions more functions are not CCZ quadratic
thanks to Corollary 1 and Proposition 2. Specifically, to continue the anal-
ysis, we restrict it to consider power functions F(z) = 2% with deg(F) > 2
up to CCZ equivalence (using the cyclotomic equivalence, see [Dem18]). To
the best of our knowledge, a characterization of when a power function is
CCZ quadratic is only known for APN functions. Indeed, for APN power
maps being CCZ quadratic implies being quadratic, see [Yos16]. Thus, for a
generic power function (not APN) there are no results about the CCZ equiv-
alence to a quadratic function. For each power function F', we compute the
values 0 and kp, and we set cp = 0p —kp(n+n)+kp(krp+1)/2—n. Thus
if 0 < n, then F is not CCZ quadratic thanks to Corollary 1, whereas
if cp < 0, then F' is not CCZ quadratic thanks to Proposition 2. In Ta-
ble 3 we report the analysis performed on dimensions n = 4,...,12, where
for dimensions n > 10 we consider CCZ inequivalent power maps z% with
d < 200.

Remark 5. Notice that, in general, a vectorial function does not always
satisfy some quadratic relation. In our computational experiments, we have
found examples in dimensionsn = 8,...,12 of power functions not satisying
any quadratic relations.



n | H{F(x) =2 [ ({F |0 <n} | t{F [cr <0} | #{ [0p, kF] }
4 2 0 0 2
5 2 0 0 2
6 7 0 1 6
7 7 0 0 3
8 24 2 1 17
9 32 3 5 9
10 | 55* (d < 200) 16 18 13
11 | 62° (d < 200) 27 27 5
12 | 85* (d < 200) 40 41 20

Table 3: Total number of representative power functions F : Forn — Fon
with deg(F') > 2, amounts of those satisfying 0 < n and of those satisfying
cr < 0, and amount of distinct pairs [0F, kr]

Conclusions

In this work we study the notion of quadratic relations possessed by a vec-
torial function and prove that the number of linearly independent quadratic
relations is invariant under the CCZ transformation. We show that these
relations can be used to reduce any function CCZ equivalent to a quadratic
function to a system of quadratic polynomials. Thus, a generalization of
the scheme proposed in [CCV25] with a generic CCZ transformation does
not offer additional security compared to the case of a quadratic system
with an affine transformation. We further show that the number of linearly
independent quadratic relations can be used to determine if a function can-
not be CCZ equivalent to a quadratic function, and in general it can be
used to show that two functions are not CCZ equivalent. We verified com-
putationally that, for large enough dimensions, many functions (not CCZ
equivalent to quadratic functions) can be identified with this technique. We
conclude by stressing that this method consists of solving a linear system
of size ("+ZL+2), which might be possible to compute for larger dimensions
than other methods.
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