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Abstract

In this paper, we propose a new McEliece-type scheme in sum-rank
metric based on linearized Reed-Solomon codes using, as a scrambling
matrix, a homogeneous block-diagonal matrix whose entries in each
block generate a small-dimensional vector space.
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1 Introduction

Code-based cryptography has seen significant progress over the last two
decades. It began in 1978 with the McEliece scheme proposed in [McE78]
and based on Goppa codes in Hamming metric. The difficulty with this
scheme is the large size of its keys. In 1991, the GPT cryptosystem [GPT91],
another McEliece-type cryptosystem, was proposed in rank metric and based
on Gabidulin codes [Gab85], which are rank metric equivalents of Reed-
Solomon codes. However, the strong algebaic structure of those codes was
successfully exploited for attacking the GPT cryptosystem in [Gib96], and its
variants with the Overbeck attack [Ove05]. In [Loi17] Loidreau proposed a
new scheme based on Gabidulin codes, using a matrix whose entries generate
a small-dimensional vector space as a scrambler matrix to avoid Overbeck
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attack’s. But, Loidreau’s scheme has been broken for certain parameters (see
[Gha22, CC]). In order to avoid these attacks, a modification is proposed
in [NL25]. In this article, drawing inspiration from Loidreau’s scheme, we
propose a new McEliece-type scheme based on the linearized Reed–Solomon
codes introduced in [MP18]. These codes generalize the Gabidulin codes; to
our knowledge, however, there is no polynomial-time Overbeck-type distin-
guisher for these codes. The structure of these codes makes efficient scram-
bling easier compared to Gabidulin codes. Our scheme achieves parameters
with key sizes that are competitive with other well-known schemes.

The paper is structured as follows. Section 2 recalls essential background
on linear codes, the sum-rank decoding problem, and known attacks ad-
dressing this problem. Section 3 recalls linearized Reed–Solomon codes and
their duals, while Section 4 examines their distinguishability. In Section 5,
we present a new encryption scheme in the sum-rank metric, we establish
the conditions under which a structural attack may occur, and we propose
concrete parameter sets for our construction.

2 Generalities

Let IFq denote the finite field with q elements where q is the power of a
prime and let IFqm denote the field with qm elements i.e., the extension field
of degree m of IFq. IFqm is also an IFq-vector space of dimension m.

Definition 1. An IFqm-linear code C of length n and dimension k is a sub-
space of dimension k of IFn

qm.

The notation [n, k]qm is used to denote the parameters of a linear code.
The code C can be represented as follows:

C = {xG | x ∈ IFk
qm} = {c ∈ IFn

qm | Hct = 0}

where G ∈ IFk×n
qm and H ∈ IF

(n−k)×n
qm are full-rank matrices called respec-

tively a generator matrix and a parity check matrix of C. The dual of C
noted C⊥ is orthogonal to C with respect to the Euclidean scalar product.
The code C⊥ is a [n, n− k]qm code of generator matrix H.
Let a = (a1, . . . , an) ∈ IFn

qm . The support of a, denoted by supp(a), is the

IFq-subspace generated by the coordinates of a: supp(a)
def
= ⟨a1, . . . , an⟩IFq

.
The rank weight of a over IFq is defined as the dimension of the support of

a wR(a)
def
= dim supp(a). A rank code C ⊂ IFn

qm is a [n, k]qm code endowed
with the distance induced by the rank metric. The minimum rank distance

of C is defined as dR(C)
def
= minx∈C\{0}wR(x).

Let n = (n1, . . . , nℓ) ∈ (IN∗)ℓ and n = n1 + · · · + nℓ. Suppose that
a = (a1 | . . . | aℓ) where ai belongs to IFni

qm . The sum-rank weight of a over
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IFq is wSR(a)
def
=

∑ℓ
i=1wR(ai). A sum-rank code C ⊂ IFn

qm is an [n, k]qm code
endowed with the distance induced by the sum-rank metric. The minimum

sum-rank distance of C is defined as dSR(C)
def
= minx∈C\{0}wSR(x).

2.1 Sum-Rank decoding problem

The security of our scheme, presented later (see Section5), relies on the
hardness of the sum-rank decoding (SRD) problem (see [PRR22]).

Definition 2 (SRD problem). Let n = (n1, . . . , nℓ) ∈ (IN∗)ℓ and r =
(r1, . . . , rℓ) ∈ INℓ vectors of integers, n =

∑ℓ
i=1 ni and r =

∑ℓ
i=1 ri. Given

(G,y, r) ∈ IFk×n
qm × IFn

qm × IN∗ with G of full rank, the Sum-Rank Decoding
problem SRD(n, k, r,m) asks to compute e = (e1 | . . . | eℓ) ∈ IFn

qm and

x ∈ IFk
qm such that y = xG+e, ei ∈ IFni

qm and wR(ei) = ri for all i = 1, . . . , ℓ.

If ℓ = 1, the SRD(n, k, r,m) problem is rank decoding problem and
noted RD(n, k, r,m). When supp(ei)∩supp(ej) = {0} for all i, j ∈ {1, . . . , ℓ}
and i ̸= j , e is referred to as an ℓ-error or blockwise error (see [ABD+24,
SZHW25] for more detail). In this case, wSR(e) = wR(e) and the SRD(n, k, r,m)
problem is called ℓ-RD(n, k, r,m) problem in [ABD+24, SZHW25].

2.1.1 Combinatorial attack

The combinatorial attack proposed in [AGHT18] for the RD(m,n, k, r) prob-
lem was adapted for the SRD(n, k, r,m) problem in [PRR22] and then re-
cently in [ABD+24]. The global complexity of this attack in IFq operations
is

O((n− k)ωmωq−m+
∑ℓ

i=1 ri(m−ti))

where ω is the linear algebra constant, ri ≤ ti ≤ m and
∑ℓ

i=1 niti ≤ m(n−k).

2.1.2 Algebraic attack

To solve problem SRD(n, k, r,m), we can use the algebraic attack proposed
in [SZHW25], which is an adaptation of the one proposed in [BBC+20] for
the ℓ-RD(n, k, r,m) problem. The overall complexity of this attack in IFq

operations is

O(q
∑ℓ

i=1 airim

(
n− k − 1

r

)
(

ℓ∏
i=1

(
ni − ai

ri

)
)ω−1)

where ω is the linear algebra constant and (a1, . . . , aℓ) ∈ INℓ such that

m
(
n−k−1

r

)
≥

ℓ∏
i=1

(
ni − ai

ri

)
− 1.
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3 Linearized Reed-Solomon codes

Consider the automorphism θ of IFqm defined by: a 7→ aq. Gabidulin codes
are the rank metric equivalent of Reed-Solomon codes. They are defined as
follows.

Definition 3 (Gabidulin codes). Let k, n ∈ IN such that k < n ≤ m. Let
g = (g1, . . . , gn) ∈ IFn

qm a vector of IFq-linearly independent elements of IFqm.
The Gabidulin code Gk(g) with support vector g is the [n, k]qm linear code of
generator matrix

Gθ
k(g) =


g1 g2 · · · gn

θ(g1) θ(g2) · · · θ(gn)
...

...
...

...
θk−1(g1) θk−1(g2) · · · θk−1(gn)

 . (1)

Such codes are known to have minimum distance n− k + 1 for the rank
metric and to benefit from a decoding algorithm correcting up to n−k

2 .

Proposition 1. [Gab85, Theorem 7] Let Gk(g) ⊂ IFn
qm, then there exists

h ∈ IFn
qm of rank n such that Gn−k(h) = Gk(g)

⊥ for the usual scalar product
in IFqm.

Let a ∈ IFqm , we define N θ
0 (a) = 1 and N θ

i (a) =

i−1∏
j=0

θi−1(a) for all i in

IN∗. For all k ∈ IN∗ we also define the diagonal matrix Dθ
k(a) as

Dθ
k(a) = diagonal(N θ

0 (a), · · · , N θ
k−1(a)).

Definition 4 (Linearized Reed-Solomon codes [MP18]). Let ℓ, n1, . . . , nℓ ∈
IN∗ such that ℓ ≤ q − 1 and ni ≤ m. Let γ ∈ IF∗

qm be a primitive element
and i1, . . . , iℓ ∈ {0, . . . , q − 2} pairwise distinct with i1 = 0. Let ui ∈ IFni

qm a
vector of IFq-linearly independent elements of IFqm for all i ≤ ℓ. Let k ∈ IN∗

and n = n1+ · · ·+nℓ such that k ≤ n. A linearized Reed-Solomon code
is a [n, k]qm linear code of generator matrix

G = (Gθ
k(u1)|Dθ

k(γ
i2)Gθ

k(u2)| · · · |Dθ
k(γ

iℓ)Gθ
k(uℓ)).

Such codes are known to have minimum distance n− k+ 1 in sum-rank
metric and to benefit from a polynomial time decoding algorithm correcting
up to n−k

2 (see [MPK19]).

Remark 1. • A Gabidulin code is a one block linearized Reed-Solomon
code.

• The maximum number of blocks in a linearized Reed-Solomon code is
q−1, and the length of each block is at most m (the order of θ). There-
fore, we can construct the linearized Reed-Solomon codes of length up
to m(q − 1) over IFqm(see [Nou25, Chapter 6] for more details).
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Theorem 1. [MPK19, Theorem 4] Consider a [n, k]qm linearized Reed-
Solomon code C with G = (Gθ

k(u1)|Dθ
k(γ

i2)Gθ
k(u2)| · · · |Dθ

k(γ
iℓ)Gθ

k(uℓ)) a
generator matrix as defined in Definition 4. The dual of C is a [n, n− k]qm

linearized Reed-Solomon code C⊥ of generator matrix

H = (Gθ−1

n−k(v1)|Dθ−1

n−k(θ
−1(γi2))Gθ−1

n−k(v2)| · · · |Dθ−1

n−k(θ
−1(γiℓ))Gθ−1

n−k(vℓ))

where vi ∈ IFni
qm is a vector of IFq-linearly independent elements of IFqm for

all i = 1, . . . , ℓ.

From now on, we will only consider linearized Reed-Solomon codes with
blocks of the same length, i.e., n1 = · · · = nℓ = η and n = ℓη.

4 Linearized Reed-Solomon codes distinguishabil-
ity

The main question here is how to distinguish linearized Reed-Solomon codes
from a random code. In the specific case corresponding to Gabidulin codes,
we have Overbeck’s distinguisher, presented in [Ove05] and described as
follows. Let x = (x1, . . . , xn) ∈ IFn

qm . For any i ∈ IN, we define θi(x) =
(θi(x1), . . . , θ

i(xn)). This definition naturally extends to matrix and codes.
Let C a [n, k]qm linear code. We define the τ -th θ-sum of C as:

Γθ
τ (C) = C + θ(C) + . . .+ θτ (C).

• Let C be a [n, k]qm random linear code, with a high probability we
have dimΓθ

τ (C) = min{n, k(1 + τ)}.

• Let G be a [n, k]qm Gabidulin code, we have dimΓθ
τ (G) = min{n, k+τ}.

When τ ∈ {0, . . . , n− k}, we get dimΓθ
τ (G) = k + τ .

This difference in behavior between Gabidulin codes and random codes is
called Overbeck’s distinguisher. When the linearized Reed-Solomon code is
different from a Gabidulin code, it behaves like a random code with respect
to this distinguisher. In [HBH22] an Overbeck-like distinguisher is proposed,
but this is an exponential time distinguisher.
The following method we propose gives us a polynomial-time distinguisher.
Consider a [n, k]qm linearized Reed-Solomon code C of generator matrix
G = (Gθ

k(u1)|Dθ
k(γ

i2)Gθ
k(u2)| · · · |Dθ

k(γ
iℓ)Gθ

k(uℓ)) as defined in Definition 4
such that n1 = · · · = nℓ = η, n = ℓη and k ≤ n. If k < η, then each
block of G generates a Gabidulin code for which we can apply the Overbeck
distinguisher. Otherwise, if η doesn’t divide k, we can do the following. Let
b = ⌊kη ⌋+ 1 the smallest integer such that k < bη.

• Consider GT a submatrix of G consisting of b blocks of G and having
the same number of rows as G.
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• Let HT be a parity check matrix of the [bη, k]qm linearized Reed-
Solomon code CT with generator matrix GT.

The dual of CT is a [bη, bη − k]qm linearized Reed-Solomon code. Since
bη−k < η, using Overbeck distinguisher we can show that each block of HT

generates a Gabidulin code. Therefore, C is different from a random code.

5 New encryption scheme

To design this new encryption scheme, we will draw inspiration from Loidreau’s
scheme [Loi17]. The main idea here is to choose several different subspaces
of IFqm , of the same dimension and corresponding exactly to the number of
blocks that make up the linearized Reed-Solomon code in question. Each of
these subspaces will be used to scramble a single given block of the code.

Proposition 2. Let λ ≥ 2 an integer and Vi a λ-dimensional subspace
of IFqm for all i = 1, . . . , ℓ. Let Pi ∈ GLη(IFqm) ∩ Mη(Vi) and P =
Diagonal(P1, . . . ,Pℓ) a block diagonal matrix. Let e = (e1 | · · · | eℓ) ∈ IFn

qm

with ej ∈ IFη
qm, such that wSR (e) ≤ t, we have wSR(eP) ≤ λt.

Proof. We have wSR(eP) =
∑ℓ

j=1wR (ejPj). According to [Loi17, Propo-
sition 1], wR (ejPj) ≤ λwR(ej). Therefore wSR(eP) ≤ λwSR(e).

5.1 Description of the scheme

Let n, k, ℓ, η ∈ IN∗ such that ℓ ≤ q− 1, η ≤ m, n = ℓη and k ≤ n. The three
parts of the scheme can be described as follows:

⋄ Key generation :

– Choose at random γ ∈ IFqm a primitive element and {i1, . . . , iℓ} ∈
{0, . . . , q − 2} pairwise distinct.

– Choose at random u1, . . . ,uℓ ∈ (IF∗
qm)

η such that wR(ui) = η.

– Compute G = (Gθ
k(u1)|Dθ

k(γ
i2)Gθ

k(u2)| · · · |Dθ
k(γ

iℓ)Gθ
k(uℓ)).

– Choose at random V1, . . . ,Vℓ ⊂ IFqm λ-dimensional subspaces.

– Choose at randomP1, . . . ,Pℓ such thatPi ∈ GLη(IFqm)∩Mη(Vi).

– Compute P = Diagonal(P1, . . . ,Pℓ).

– Choose at random S ∈ GLk(IFqm)

Return

Public key: Gpub = SGP−1

Secret key: (u1, . . . ,uℓ),P

⋄ Encryption of m ∈ IFk
qm :
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– Choose at random e1, . . . , eℓ ∈ (IFη
qm)

∗, e = (e1 | · · · | eℓ). such
that wSR (e) ≤ ⌊n−k

2λ ⌋.
– Compute y = mGpub + e.

⋄ Decryption of y :

– Compute yP = mSG+ eP.

– Since wSR (e) ≤
⌊
n−k
2λ

⌋
then wSR(eP) ≤

⌊
n−k
2

⌋
.

– Recover mS by decoding yP with the linearized Reed-Solomon
code generated by G and multiply it by S−1 to recover m.

Remark 2. When ℓ = 1, the secret code in our scheme of Section 5.1 is a
Gabidulin code, and this scheme corresponds to Loidreau’s scheme [Loi17].

5.2 Public code distinguishability

The Loidreau encryption scheme, which is a special case of this new scheme,
was attacked only for a few parameters by structural attacks based on the
Coggia Couvreur distinguisher [CC]. Thus, we may ask under which condi-
tions the public code in this new scheme is distinguishable from a random
code.

We will first recall the Coggia and Couvreur distinguisher, which corre-
sponds to the case ℓ = 1. Consider Gpub = SGθ

k(u1)P
−1
1 a generator matrix

of the public code, as defined in Loidreau’s scheme. Let Cpub the code gen-
erated by Gpub and C⊥

pub its dual. We have dimΓθ
λ(C⊥

pub) ≤ λ dim C⊥
pub + λ.

This implies that the public code Cpub is different from a random one if
λ dim C⊥

pub + λ ≤ min{n, (1 + λ) dim C⊥
pub}.

Proposition 3. Consider the [ℓη, k]qm public code Cpub generated by Gpub

defined in the new scheme. Assume that η doesn’t divide k. Let b = ⌊kη ⌋+1.
The code Cpub is distinguished from a random code if
λ(bη − k) + λ < min(η, (1 + λ)(bη − k)).

Proof. Recall thatGpub = S(Gθ
k(u1)|Dθ

k(γ
i2)Gθ

k(u2)| · · · |Dθ
k(γ

iℓ)Gθ
k(uℓ))P

−1.

Let b = ⌊kη ⌋+1 and CT the truncated code from Cpub with generator matrix

GT = S(Gθ
k(u1)|Dθ

k(γ
i2)Gθ

k(u2)| · · · |Dθ
k(γ

ib)Gθ
k(ub))P

−1
T where

PT = Diagonal(P1, . . . ,Pb) is a block diagonal matrix. Since CT is a
[bη, k]qm code, its dual C⊥

T is a [bη, bη − k]qm code. Considering Theorem 1,

we can show that the generator matrix HT of C⊥
T is of the form

HT = V(Gθ−1

bη−k(v1)|Dθ−1

bη−k(θ
−1(γi2))Gθ−1

bη−k(v2)| · · · |Dθ−1

bη−k(θ
−1(γib))Gθ−1

bη−k(vb))P
t
T,

where V ∈ GLbη−k(IFqm) and vi ∈ (IF∗
qm)

η such that wR(vi) = η. Each

block of HT is a generator matrix of a [η, bη − k]qm code. Let C⊥
Tj be the

code generated by the j-th block of HT for all j = 1, . . . , b. According
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to Coggia-Couvreur distinguisher, we have dimΓθ−1

λ (C⊥
Tj) ≤ λ dim C⊥

Tj +

λ. Thus, C⊥
Tj is distinguishable from a random code if λ dim C⊥

Tj + λ <

min{η, (1+λ) dim C⊥
Tj}, that is to say λ(bη−k)+λ < min(η, (1+λ)(bη−k)). In

this case, C⊥
Tj and therefore Cpub are distinguishable from a random code.

5.3 Structural attacks

Recall that y = mGpub + e where e = (e1 | · · · | eℓ). If we write y like
y = (y1 | · · · | yℓ), then for all j = 1, . . . , ℓ we get

yj = mSDθ
k(γ

ij )Gθ
k(uj)P

−1
j + ej .

If k < η, then yj is the ciphertext in a Loidreau’s scheme whose public
code is generated by SDθ

k(γ
ij )Gθ

k(uj)P
−1
j . In this case, if the distinguisher

(Proposition 3) is valid and the rank weight of ej allows it, we can use the
structural attacks proposed in [Gha22, CC], when λ = 2 or λ = 3.

5.4 Proposed parameters

The following table presents a set of parameters based on the complexity of
the decoding attacks in sections 2.1.1 and 2.1.2, along with the public key
and ciphertext sizes in the Niederreiter version.

m n k η t λ q Sec. Target pk-size ct-size

25 75 27 25 12 2 4 136 7.91 kB 0.29 kB

32 90 30 30 15 2 4 200 14.06 kB 0.47 kB

36 108 36 36 18 2 4 310 24.04 kB 0.63 kB

5.4.1 Comparison with other schemes

Here, we compare the sum of the public key sizes and the ciphertext sizes
of our scheme with those of other well-known schemes, including the NIST
standard (see [MAB+18] for more details).

Scheme 128 bits 192 bits

New scheme 8.2 kB 14.53 kB

RQC 5.48 kB 8.54 kB

LowMS 5.76 kB 14.97 kB

HQC 6.73 kB 13.56 kB

Classic McEliece 261.2 kB 624.3 kB

6 Conclusion.

In this paper, we proposed a new encryption scheme based on linearized
Reed-Solomon codes. Using these codes to design the scheme is advanta-
geous in that their structure facilitates scrambling and we can construct very
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long codes over a small field. We proposed parameters with competitive key
sizes compared to other well-known schemes. As a future direction, we can
try to construct an RQC-type scheme with this code family, the rank metric
equivalent of the HQC scheme (the NIST standard [MAB+18]).
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