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Abstract

The Feistel structure is an attractive approach to construct Shoxes
in dimensions larger than 4, as it offers a good trade-off between im-
plementation cost and resistance to classical attacks. As a result, it
is used in several lightweight ciphers, such as SCREAM. This work
shows that Sboxes built using a 3-round Feistel structure can yield
ciphers that are vulnerable to several recently proposed weak-key at-
tacks, including affine commutative cryptanalysis, nonlinear invariants,
and fixed-key truncated differential attacks resulting from the cluster-
ing of plateau characteristics. Although these attacks differ in nature,
they have proven effective against the same targets. By providing sim-
ple sufficient conditions on the inner functions of the Feistel Sboxes
under which these attacks apply, this work offers a partial explanation
of the relationships between them.
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1 Introduction

In symmetric cryptography, the nonlinearity of most block ciphers is ensured
by the parallel application of several copies of small nonlinear transforma-
tions called Sboxes. They are vectorial Boolean functions from Fj to Fj
where s and s’ are typically lower than ten. Sboxes must satisfy a range of
properties to ensure the resistance of the block cipher to usual cryptanal-
ysis techniques. Among them, linear cryptanalysis [Mat94] and differential
cryptanalysis [BS91] — introduced more than 30 years ago — play a key role.
In order to lower bound the complexity of these attacks, designers look for
Sboxes which have low differential uniformity and low linearity. However,
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the number of possible Sboxes (2°! for invertible ones) makes a complete
classification, even up to appropriate notions of equivalence, impossible as
soon as s > 4. For s = s’ = 4, the differential uniformity of any invertible
Sbox is greater or equal to 4 and its linearity is greater or equal to 8. The
functions achieving these bounds are called optimal and have been classi-
fied by Leander and Poschmann [LP07]. However, no similar classification
exists for s = s/ = 8. Even the question of the lowest possible differential
uniformity for invertible 8-bit Sboxes is still open, as a corollary of the big
APN problem [BDMW10]. Instead, designers often use constructions that
allow to build and analyse big Sboxes from smaller ones. The Feistel and
MISTY [Mat97] constructions are among the most widespread. In [CDL16]
Canteaut, Duval and Leurent derived conditions on the inner Sboxes used
in Feistel and MISTY structures that ensure that the resulting Sbox has
differential uniformity and linearity as low as possible. The Feistel con-
struction is very attracting to build an Sbox in dimension higher than 4
since it provides a good trade-off between implementation cost and security
against classical attacks. That is one of the reasons why several proposals
for lightweight encryption, including candidates to the NIST competition
used Sboxes based on a Feistel structure. SCREAM, ISCREAM [GLS™14],
SKINNY64, SKINNY128 [BJKT16] and CRYPTON V0.5 [Lim98] are exam-
ples of such ciphers.

In the meantime, the emergence of many lightweight ciphers has revealed
new types of weaknesses. Several of these new attacks are weak-key attacks
in the sense that they identify sets of weak keys for which the cipher is
extremely weak. These new weaknesses include three types of attacks, cor-
responding to different properties and different security criteria for the Sbox.
First, the attacks based on nonlinear invariants [TLS16, TLS19, Bey18], sug-
gest that Sboxes should not have quadratic invariants. Moreover, Baudrin
and his coauthors [BFL123] showed that the existence of an affine function
commuting with the Sbox constitutes a structural weakness for the cipher.
Finally, Canteaut and Fruchon [CF26] identified fixed-key differentials with
high probability in Sboxes admitting so-called good sets of differences. In-
terestingly, these three attacks apply to the same ciphers (for example Mi-
DORI64 [BBIT15] and SCREAM) while they exploit different properties of
the Sbox. Therefore, the question of possible links between these attacks
has been raised by many authors and partially investigated in [CF26]. This
work complements these results by providing simple sufficient conditions on
Sboxes based on 3-round Feistel structures that make the resulting cipher
vulnerable to each of these three attacks. Most notably, this explains why
a cipher like SCREAM is vulnerable to these three types of attacks. The im-
plementation used to validate the results presented in this paper is available
online'.

"https: //github.com/mfru974/wcc26_feistel_structures



2 Preliminaries

Let us introduce some notation that will be extensively used in the rest of
the paper. First, when z is a vector of [} and y a vector of F5*, we write
||y for the concatenation of z and y viewed as an element of F5 ™. When
v1, V2, . .. v are vectors of 4, we denote by (v, ve, ..., vg) their linear span
over [Fo.

When v and v are vectors of Fy, we denote by u - v € Fy their scalar
product. When u € F5 and f : F§* — 3 is a vectorial Boolean function, we
denote by u- f the component of f corresponding to u defined by (u- f)(z) =
u- f(x) for all  in F5*. In this paper we mainly focus on 3-round classical
Feistel structures as defined below.

Definition 1. Let f; for 1 <i <3 be round functions, where f1, f3 : Fy* —
Fy and fo : FS — F5*. The 3-round Feistel structure defined by f1, fa and f3
is a function from Fy™™ to itself, denoted by Feistel(f1, f2, f3), and depicted
in Figure 1. When n = m we say that the Feistel structure is balanced.
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Figure 1: Feistel(f1, fo, f3) where f1, f3: F5* — F5 and f, : Fy — F
Analysing the resistance of a primitive to differential attacks involves the
following classical notion.

Definition 2 (Derivative). For any S : F§ — F5 and any a € F5, the
derivative of S at a is the function from F5 to Fgl defined by DS : x —
S(x+a)+ S(z).

3 Commuting with 3-round Feistel structures

Commutative cryptanalysis was first introduced in [Wag04] and then re-
cently revisited in [BFL23]. To attack a block cipher Ej, the core idea is



to find pairs of functions (B,C) such that Bo E; = Ej, o C. To simplify the
search, the authors of [BFL*23]| restricted B and C to be affine bijections.
They found distinguishers on a modified version of MIDORI164 as well as on
SCREAM and ISCREAM by using their SPN structures and by analysing each
building block separately. Therefore, a key step in this attack is to find a
pair of affine bijections (B, C') such that Bo S = S o C where S is the Shox
of the cipher. The authors of [BFL'23] provide an efficient algorithm to
find all such pairs for a given function S. This algorithm is generic and does
not exploit the structure of the Sbox. The following proposition shows that,
under some simple condition, 3-round Feistel structures admit non-trivial
commuting functions which explains the vulnerability of SCREAM to this
attack as identified by Baudrin et al. The proof is omitted for brevity.

Proposition 1. Let us consider fi, fs : F5* — Fy and fo : Fy — F5*. Let
a € FP\{0}, S := Feistel(f1, fo, f3) and Gi(z|ly) = (z + Dafi(y)|ly + a)
fori € {1,3}. Then, So Gy = G3zoS. In particular, when Dyf1 = D,fs,
G1 = G3 commutes with S. In addition, if D, f1 is affine, so is G1.

Application to Scream and iScream

Let us denote by S; (respectively S2) SCREAM’s (resp. ISCREAM’S) Sbox.
These Sboxes are defined by S; = Swap o Feistel(f1, f2, f3) o Swap and Sy =
Feistel(f4, f4, f4) where Swap denotes the self-inverse function operating on
F§ defined by Swap(x||y) = (y||x) for all x,y € (F3)? and where the f;s are
4-bit Sboxes whose look-up tables are specified in Table 2 in Appendix.

In the case of SCREAM, the only a € F4\{0} such that D,f; = D, f3 is
a = 0x1. Moreover, Doy f1 is affine. According to Prop. 1, this leads to
an affine function G; that commutes with Feistel(f1, f2, f3). Since Swap is
a self-inverse function, it implies that Swap o G; o Swap commutes with ;.
This is precisely the function found by Baudrin et al. in [BFL123].

In the case of ISCREAM, since S uses the same round function three
times, Prop. 1 gives 2* — 1 = 15 functions that commute with S». However,
since none of the derivatives D, fy is affine, neither are the commuting func-
tions. Consequently, commutation with the linear layer and the key addition
is not as straightforward to analyse as in the affine case. For this reason,
the existence of a non-affine function commuting with the Sbox does not
directly lead to an attack. Exploiting such commuting functions therefore
remains an open and interesting problem.

4 Nonlinear invariants for Feistel structures

We now focus on a second type of attacks called nonlinear invariant attacks
introduced in [TLS16]. Given a block cipher Ej, : FY — FY, the general
principle is to find a (efficiently computable) Boolean Function g : FY — [Fy



such that there exist many weak keys k for which g(F(z))+g(x) is constant
over Y. Such a function g is called an invariant for the cipher and, in the
particular case where g is affine, it coincides with the notion of invariant
subspaces introduced in [LAAZ11, LMR15, GJIN*16]. To find invariants for
a cipher following the SPN construction, the authors of [TLS16] compute
invariants for each building-block. In particular, [TLS16, Section 3.2] shows
how to extend a quadratic invariant for the Sbox into an invariant for the
whole cipher in the case of LS-designs [GLSV15]. Moreover, they provide
an efficient algorithm to compute the nonlinear invariants for Sboxes which
they use to find the quadratic nonlinear invariants for SCREAM, ISCREAM
and MIDORI64. Here, we show that in the case of SCREAM and ISCREAM,
the invariants for the Sbox are a direct consequence of the 3-round Feistel
structure.

4.1 Invariants over 3-round Feistel structures

In this section, we consider fi, f3 : F5* — Fy and fo : Fy — F5*. The proof
of the following proposition is omitted for brevity.

Proposition 2. Let S := Feistel(f1, fa, f3) and let u be a vector of F§ such
that u - fi = u - fs + ¢ where ¢ € Fo. Then
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is a nonlinear invariant for S.

Application to Scream

As stated in the previous section, SCREAM’s Sbox can be written S; =
Swap o Feistel( f1, f2, f3) o Swap. Moreover, we have 0x2- f| = x1z2 + o + T2
and 0x2- f3 = 0x2- f1 + 1. According to Prop. 2, g1(x) := x526+ x4+ 6+ 21
is an invariant for Feistel(f1, f2, f3) and therefore g (x) := z1x9+x0+ 22+ 75
is an invariant for S7. It corresponds to the only quadratic invariant for Sp
found by Todo, Leander and Sasaki in [TLS19].

Application to iScream

Recall that ISCREAM’s Sbox can be written So = Feistel(f4, f1, f1). The
space of the quadratic components of f4 is of dimension 2. More precisely,
0x1 - fy = woxr1 + 2 and 0x4 - fy = x1x0 + 1 + X2 + x3 form a basis
of that space. Prop. 2 proves that go(x) := x4x5 + x¢ + xo and g3(z) :=
56+ 5+ 6+ 7+ are quadratic invariants for So. However, in [TLS19],
the authors exhibit a family of 6 independent non-trivial quadratic invariants
for Ss: g2 and g3 are two of them, the other 4 are of different nature. Indeed,
they involve monomials of the form x;x; with 0 < ¢ < 3 and 4 < j < 7.
Intuitively, since S5 is a sequence of three identical Feistel rounds, quadratic



invariants for a single Feistel round must lead to quadratic invariants for Ss.
This idea is developed in the following section.

4.2 Invariants for a more general Feistel structure
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Figure 2: Generalized Feistel round

The classical Feistel structure can be generalized by replacing the swap
at the end of each round by any bit permutation o;. Fig. 2 represents a
round in such a generalized Feistel structure. In the particular case where
the round functions of the Feistel structure are all equal, we can derive the
following straightforward result.

Proposition 3. Let us denote by F : Fy ™™ — F3™™ the result of several
iterations of the function depicted by Fig. 2. Let g be such that:

9g((xoy . oy Tpn—1) ® f(Zn, - s Tongm—1)||Tny -+ s Tnem—1) + g(z) = €.
and Yz € Fy™™ g(o(x)) = g(x). Then g is an invariant for F.

Example 1. The Sbox of SKINNY64 is a 4-round Feistel on n +m = 4
bits withm = 1, f : (z1,29,23) — (x2 + 1)(x3 + 1) and o(xg, x1,x2,23) =
(z3,20,21,22). Thanks to Prop. 8, we deduce that (xq,x1, T2, r3) — ToT2 +
r1x3 18 an invariant for this Sbox.

Moreover, by applying this proposition to ISCREAM’s Sbox, one can prove
that g4(z) := xoz4 + o5 + Tox7 + T124 + T1T7 + T1 + ToT6 + T2TT + T2 +
T3T4+x3%5+T3T6+ 3207+ 23+ T5+Te+x7 is another quadratic invariant for
Sy. Note that, among the nontrivial quadratic invariants found by [TLS19],
g4 is the only one such that g4 o Swap = g4.

5 Differential behaviour of 3-round Feistel struc-
tures

In this section we only consider balanced 3-round Feistel structures (n = m).



5.1 Previous work on the DDT of 3-round Feistel structures

In differential cryptanalysis, a differential (a,b) describes the propagation
of an input difference a to an output difference b through a function. A
classical tool for studying the average differential behaviour of an Sbox is
the difference distribution table (DDT), which records the probability of
each such differential. We now introduce additional notation, to be used
throughout this section.

Notation 1. For any S : F§ — 5, and any differential (a,b) with a,b € F3,
we denote the input (resp. output) set of (a,b) as follows:

XDDTg(a,b) : ={x € F5 | D,S(z) = b} and
YDDTg(a,b) : = {S(z) | 2 € XDDTg(a,b)}.

Moreover, DDTg(a,b) := #XDDTg(a,b) = #YDDTg(a,b). Finally, when
YDDTg(a,b) is an affine space, we denote by Vs(a,b) its underlying vector
space.

As mentioned in the introduction, [CDL16] derived conditions on the
round functions of 3-round Feistel structures to have the lowest possible
differential uniformity. To do so, they expressed some DDT entries of the
resulting Sbox as a product of some DDT entries of its inner Sboxes [CDL16,
Prop. 4] especially when the input and output differences coincide on their
last n coordinates.

Proposition 4 (adapted from [CDL16]). Let fi,fo and f3 be three n-bit
Sbozes with fy bijective and S := Feistel(f1, fa, f3). Then, for all a, o/ and
B in Fy, we have :

DDTs(allB,o/[|8) = DDT, (8, ) x DDT £, (3, o).

While the knowledge of the differential uniformity of the Sbox is sufficient
to analyse the average differential behaviour of a cipher, additional tools are
required to analyse it in the fixed-key setting.

5.2 From good to perfect sets of differences

In [CF26], Canteaut and Fruchon analysed some unexpected fixed-key dif-
ferential behaviours of several block ciphers. They derived conditions on
the linear layer and on the Sbox of a block cipher under which a cluster-
ing of plateau characteristics [DR0O7] occurs. The first condition regarding
the Sbox is to admit a good set of differences, in the sense of the following
definition.

Definition 3 (adapted from [CF26]). A subset A of elements in F5 is said
to be a good set of differences of weight ¢ for S : F§ — 5 if all differentials



(a,b) € A x A are such that {(z||S(x)) | x € XDDTg(a,b)} is an affine
subspace of dimension £ of F3° and if there ervists a vector space E, called
the associated subspace, such that

1. For all (a,b) € Ax A, Vg(a,b) C E.
2. For alla € A, Wyey XDDTg(a,b) is an additive coset of E.

Moreover, the authors show that SCREAM’s and ISCREAM’s Sboxes both
admit good sets of differences leading to differentials formed by a cluster
of plateau characteristics. But SCREAM has a truncated differential of high
probability whereas no such phenomenon occurs in ISCREAM. Definition 3
is then refined to capture this distinction.

Definition 4 (Perfect sets of differences). Let A be a good set of differences
for an Sbozx S with associated subspace E. A is perfect if for all (o, 5) € A,
there exists xg’ﬁ € XDDTg(av, B) such that the following two conditions hold:

o For all (a,b,c) € A3, 25" + x%’b +z3° + x§+b+c’a+b+c €E.
o There exists w € F, such that for all (a,b) € A2, xg’b + S(:L‘g?a) €
w4+ I

The property of a perfect set of differences is s precisely what makes the
Sbox weak in the sense that all plateau characteristics within a differential
of the cipher share the same weak keys. The difference between the fixed-
key differential behaviour of SCREAM and ISCREAM can be attributed to
the fact that the good set of SCREAM’s Sbox is perfect, whereas the one of
ISCREAM is not.

5.3 Good and perfect sets of differences in 3-round Feistel
structures

Since the Sboxes of SCREAM and ISCREAM are constructed using a 3-round
Feistel structure, the following theorem provides sufficient conditions on
the inner Sboxes for the resulting Sbox to admit good (resp. perfect) sets
of differences. As a consequence, this allows us to explain the different
behaviour of these two closely related ciphers in terms of the properties of
the small constituent functions in the 3-round Feistel structures defining
their Sboxes.

Theorem 1. Let fi, fa, f3 : Fy — Fy such that f2 is a bijection. Assume
that there exists B € Fy such that:

o Forall a € Fy, DDTy, (8, ) and DDT 4, (5, a) lie in {0,2}

« Im(Dgf1) =Im(Dgf3).



Then A := Im(Dgf1) x {B} is a good set of differences of weight 2 for
Feistel(f1, fa, f3). Moreover, if Dgf1 is affine and if there exists 8 € Fy such
that Dgf1 = Dgfs + 0, then A is perfect.

According to Prop. 4, if the assumptions of Th. 1 hold, DDTg(«||8, &'||3)
can be either 0 or 4. The core idea of the proof of the above theorem is to
compute the set XDDTg(a|S3,/||3) in the second case.

Applications to Scream

Recall that SCREAM’s Sbox can be written S; = Swap o Feistel(f1, f2, f3) o
Swap. Using the fact that Swap is a linear involution of F§, one can prove
that if A is an affine good (resp. perfect) set for Feistel(f1, fo, f3) with
associated subspace E, then Swap(.A) is an affine good (resp. perfect) set
for 51 with associated subspace Swap(F). Consequently, we will focus on
the search for good (resp. perfect) sets of differences for Feistel(f1, f2, f3)
using Theorem 1.

It can be checked that f; and f3 are APN and that fs is a bijection.
Moreover, for all 8 € F3\{0}, Im(Dgfi) = Im(Dgf3), hence S; has at least
15 distinct good sets of differences of weight 2 of the form {} x Im(Dgsf1).
However, only those corresponding to 3 € {0x1,0x8,0x9} are affine spaces
and the only one /3 such that Dgf is affine is § = 0x1. Finally, Doy fi(z) =
Doy1 f3. Therefore, Theorem 1 gives a unique perfect set of differences for
S1. It is an affine subspace of dimension 3 and corresponds to the one which
was previously known [BFLT23, CF26].

Application to iScream

Recall that ISCREAM’s Sbox can be written Sy = Feistel(f4, fa, f4). f1 has
no affine derivative. However, for g € {0x3,0x7,0x9,0xb,0xf} Theorem 1
shows that Im(Dgf1) x 3 is a good set of differences. Among these, the only
affine one corresponds to 8 = 0x9 and yields the good set of differences Ay
mentioned in [CF26, Section 6]. The five others were, to the best of our
knowledge, previously unknown.

6 Discussion and perspectives

The previous three sections provide sufficient conditions on the round func-
tions fi, fa, f3 of a 3-round Feistel Sbox Feistel(f1, f2, f3) under which the
resulting cipher may be vulnerable to each of the considered attacks. No-
tably, the second round function fs does not influence whether the Sbox
admits affine commuting functions or nonlinear invariants. However, this
second round function must be a bijection for Theorem 1 to apply. With this
in mind, it is instructive to consider the Sbox of LiLLiPUT-AE [ABC*19].



Indeed, its designers chose to reuse the first and third round functions of
SCREAM’s Sbox, while replacing the second one with another bijective func-
tion. Our results indicate that this modification does not improve the secu-
rity of the Sbox against the attacks studied in this paper.

To further illustrate and compare the scope of the above discussed at-
tacks, we summarize several examples of 3-round Feistel structures and their
respective weaknesses in Table 1. More precisely, the table indicates ‘Yes’
when the Sbox is weak for one of the three attacks in the sense that it
satisfies the sufficient conditions that we have exhibited. These examples
demonstrate that no clear relation exists among the three sufficient condi-
tions considered in this work.

Table 1: Comparison of the weaknesses against three attacks for the 3-round
Feistel Sboxes constructed from the functions f; defined in Appendix.

Shox Property Prop. 1 Prop. 2 Theorem 1
(commutative) | (nonlinear invariants) | (fixed-key differentials)
Feistel(f1, fo2, f3) Yes Yes Yes
Feistel(f1, f1, f3) Yes Yes No
Feistel( fa, fa, f1) No Yes No
Feistel(f5, f2, f6) Yes No Yes
Feistel(f5, f1, f6) Yes No No
Feistel(f1, fa, f6) No No No

A Specifications of the Sboxes used in the paper

Table 2: Specifications of the 4-bit Sboxes used in the paper, in hexadecimal
notation.

01 2 3 4 5 6 7 8 9 a b ¢ d e f
fil0 2 0 b 3 0 0 a 1 e 0 6 a 4 5 2
f2!0 2 ¢ 7 5 f d 6 4 e 8 9 3 1 b a
12 0 b 0 0 3 a 0 e 1 6 0 4 a 2 5
fa]0 8 6 4 5 £ 7 ¢ 4 e 2 3 9 1 b a
fs|c 5 a 2 5 5 7 6 5 b 0 f 4 3 5 3
fe|3 1.9 0 6 7 8 2 9 6 d 9 9 5 9 e

fi, fo2, f3 and f4 are the Feistel round functions of SCREAM and I1S-
CREAM [GLST14]. f5 and fg were generated at random by the author.
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